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TRUE NETWORHKS

- CRS3xx A|2|= SwOsete| Xto|H™
- (CSS610 Al2|=9| 7|&
AKX "<&
- OIEmo|A iR
- A2H
B 2El(Health)
DHCP 3 PPPoE A+ (Snooping)

|

Im o m] A
m OARE S WY
=1
o

- SFP

- XE ZAZ|(Port isolation)

- LAG

- ZL2|Y(Forwarding)

- RSTP

- A4, F X 32ED

- VLAN

m VLAN T Of|H|

¢ EFYT Y dhNA ZE
¢ E&Z3 4l 5ojlEZ|lE ZTE
¢ OiL[X[HE MMA

- ZBAE

o™

- IGMP A2 5=3(IGMP snooping)
- SNMP
- ACL

- MEd ®H A2
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CRS3xx A|2]|= SswoOsele| xjo|H

SwOS Lite = MikroTik CSS610 Al2|= A QX[ &2|E [ot0 EYS| not=l 2HKX|NZ, CSS610
AE2|=& SwOS Lite 2HS X[ BHL|CE CSS3xx A|2|=2| SwOS o] F23t Xo|™2 Ct2at Z&L )

TRUE NETWORHKS

- IVL(Independent VLAN Learning) O/X|&
- VLAN 2ZE0| A ‘enabled’ 2= O|X|&
- ACL CHYZ HI$HACL Rate Limiting) O|X| &l

- ZE Tx H9Z AN $hEgress Rate Limiting) O] X| &l

CSS610 Al2|=29| 7|=

oI 53
Non blocking wirespeed 22|
S2AE HO[E0]| £ 16KS MAC AEE
=z9d SVLO||l 7|gtet ZQ|E CO|E{H| o]~

ZE ZA2|(Port Isolation).
Me oDy X2 - 10218H0|E

ALl EQ] T2ES RSTP X|¥

802.3ad LACP & X|¥
B &3 ofaz(Aold 2F XY
g3 o{az|Ao|d Z[CH 16702 E A o{aZ|A O OF
9 Z0f 874l HH ZE

SIERO] At HEH 3 2ERHY

IGMP 254 X ¥

Unknown ZE|FHAE EHY
o3 ZE 7| 0|3

IEEE 802.1Q =%t
ZEJ|d VLAN

VLAN N o
Z|c 2507H2] VLAN &= (SwOsofl 2|8l Xsh
VLAN ZE
ZE 23

Hot HZCEI|AE AE K|
DHCP % PPPoE A+H
Rx(ingress) E2iT X 0f

QoS

Tx(egress) E2iT X/ Of
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CONNECT THE WORLD

715 =l

(ol}

Rx(ingress) ACL E|O|&
| 32702 ACL THEI(SwOSOl| o8l H|stE!)
12,13, 14 Z2EE 3| ZEOQ 7|85t &

T'__
ey, Z9Y Y Z2ES o Too| +F

AWM A HO{=EF(ACL)

d E2teME 1 ARK|Q 1P FA(7I2442 192.168.88.1)F YHSIH =Ql oHO| LIEHELCH
2oz AQX|O|M DHCP S2I0|AES st 7| W20, BEo| DHCPAIHZE U= 28

Me e PFaz FELCH

Authentication Required - Mozilla Firefox

http://192.168.88.1 is requesting your
username and password. The site says:
“CSS610-8G-25+"

User Name: ||

password: |

Cancel

SWOS 7|2 IP A+ 192.168.88.1, AHEXt O|& adminO|H H|ZHZ = Qi&L|LCH

® WinBoxS ZZI1H0|A MikroTik neighbor discovery Z2EEZS 0|2310] AQX|Q] PFAES
ZAMSE 2 QIAL|CH CHEF LLDP= X|YSHX| b&L|Ch

QIE{T 0|2 TR

SwOS Lite QBT O[A Hmes A 22O W2} o Yoz FGE L

CHE2 SwOS Lited| A #H = =+ U= HiFLCH

Link, PoE, SFP, Port Isolation, LAG, Forwarding, RSTP, Stats, Errors, Hist, VLAN, VLANs, Hosts, IGMP,
SNMP, ACL, System, Upgrade.

SwOs Lite 28 E0M = = s HEO et 28
Append — SXQ| 2[AEQ| OHX|H0| M22 =S F7rLCt

Apply All - HE Atets HELC .
Cut - FEO0AM &=S HAHELICL
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Clear - &=2| £3d& MEFLLCL
N

Discard Change - MZE|X| @2 Fd= MAHSLIC

Insert - SE0| A =2 FISLCHEX =2 HIZ A0 =7

Sort - VLAN-IDEE VLAN H|O|2& EE51, MAC FAHE TAE HOEE FYEHLLL
Change Password- £2|X|9| H|ZHS S HFTL|CH.

Logout - 6UKH ALQIX|O|M 20F2EtL CH

Reboot - A22|X|E TfFEgLCt.
Reset Configuration - 82 3% 7|24z =7|3atL .
Choose File - §120|E E& W %

Upgrade - MEISH MAZ ALES
Download & Upgrade - At&2
St= PC7F QIE{SIOf AM AT
Restore Backup - 41Eior B4 THAIS AR50l ALK& SRS O

= 1
Save Backup - 29(X[0|A] #Q mAuS Wy 8l Ch22EgLCL

Xlo| HolE g ol=ghLct.

P ?
= HAlof C22E 8 Y 0=F Al=5iH, & EieAME &Y
_J|\_

D CSS610 Al2|= AKX 2t REd=z L2 HYOIt e, OHE 2o A2 A
&L

CSS610-1Gi-7R-2S+ : SWOS Lite v2.12 O] 4

CSS610-8G-2S+ : SWOS Lite v2.12 O &t

KCSS61O—8P—ZS+IN : SWOS Lite v2.15 O| & )

® SwOSE {HEhel ZAE[ES A&t TCp/IP S4E EF5IH, TZl0] =02 1P & MAC F
bomEkAd 712 AOIEROIE 28Y 27t YELCh

>
LQ
9
ot
+>+
>
n
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| MikroTik SWOS Lite

| Link ” SFP ” Port Isclation ” LAG || Forwarding ” RSTP ” Stats || Errors ” Hist ” VLAN ” WVLANS ” Hosts ” IGMP || SNMP ” ACL ” ACL Stats || System || Upgrade |

General

Address Acquisition DHCP with fallback

Static IP Address  |192.168.88.1 |

Identity MikroTik

Allow From

AllowFromPorts D EHODEODOOEOEOE S

Allow From VLAN l:l
@

Watchdog

IGMP Snooping
Mikrotik Discovery Protocol B O 00000 OO0
Serial Number D19COBA4CALD
MAC Address cd:ad:34:f3:98:90
Board Name  C55610-8G-25+

Uptime 00:15:30

=5 EE
Address P4 215 SHRHE X[FgLCt
Acquisition

o
HINSIH 178 1P T2 gta ARSIl 22X °”A1| g = USHL
o static- W IP F& o= HHELCL

e DHCPonly - £%|X|:= DHCP S20|AEDS AEoI0] FAE 2 SHLCE

Static IP Address | Address Acquisition %410 DHCP with fallback S= & static 22 HNE[0] US U} At
2P YLt

Identity A2|X| O]&(Mikrotik Neighbor Discovery protocol O Al AtE)

Allow From AQK[0f BMAE = Js IP FAYLICE 7|22 '0.0.0.0/0'(HBHAS) I LICH
Allow From Ports | 22 X[0f HMAT = AEs AK[Q] ZE EFYLICE
Allow From VLAN | 22[X|0f| AT = U= VLIAN ID LICH HA VLANs X VLAN HO|X|E FAsfjof sfL|Ct.
Watchdog A2" QXSS Edat e HZMELCE F MEf 28 Al AKX CPU & 2[AgtLCt
9

IGMP Snooping | IGMP ALT 2 &4

o =
Mikrotik Discovery | Mikrotik Neighbor Discovery T2 EZ8 43} & HZdslstL|ct

Protocol
MAC Address ARQIX|9] MAC F=A(87| M8)
Serial Number ARK|Q AZ|YRHZ (87| M E)
Board Name AQ(K|ol REH G| ME)
Uptime SN AR(X|Q] FtEAIZHEZ] ©E)
PoE Out Mode PoE £ ZEE HAIYLICL(PoE £ X|AZX| 0T s )
auto-on : 3kQ O A 26.5kQ Heel MEitS FESI0 Fetdle 4% MRS =TT
forced-on : Me¢tE FESHX| %4, HAS Al IS UL
off : M&gt2 FHESHK| &1, S 33X ASL
PoE Out Status YN ELEO| PoE £ HEHE HEAIZLICLEAZ| T8)
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Health(&FER)
Health
Temperature  44C
PSU1L 150mA @ 27.9V
PSU2 OmA @ 54.13V
Power Consumption  3.8W
%4 29
Temperature CPUREZE HME HEAFLICH (817] T8)
PSU HAZK|S| ML PoE 222 FA0 355t HFUS mAHRIZ BEAZUCHLE&Z] TE,
CSS610-8P-2S+IN 2 H)
Power Consumption | PoE 8 HEfE EA|ITLICH(A7] ©&, CSS610-7Gi-7R-2S+ EE)
DHCP % PPPoE 2+ (Snooping)
DHCP & PPPoE Snooping
TrustedPorts OO COOCGOGCGEGE
Add Information Option [0
=4 249
Trusted Ports | ME{st LES0| CiSI0] DHCP = PPPoE AH{7t 28E FEE N3E &= JAZE 8T LCt
2dolstH O] ZEE S DHCP 220/ E IHZE DHCP MHZE HEE = USLICH
FE2 #oH0| gle MHE @7 glo] Xttt 3R718)7F AF8RIO|A Z#XRE DHCP 8HS2l oY HEE
H3dte A2 MEtst=0 AF8EH, YHHOZ MMA ZESAEAEH|Z7F HEE= &) Trusted
Ports 2 T &|X| 2£&L|CE DHCP Option-82 & %§ 2150| Zaot S20|AET HAE LE=
Trusted Ports'0f Z=7te|0f QUO{OF StH, DHX| o™ DHCP Ifzl0| ArA E LI O] ¥FHE
DHCPv6 Ol = HEL|X| &Lt
Add DHCP &M-82 HEE A2 e AIRSIX| AT E MYSEL|CH Z2d3SIH Trusted Ports' 2
Information | FHE[X] &2 ZEO|A =4IE DHCP I{Zl0| CHS] Option-82 & E(Agent Remote ID 2 Circuit ID)7t
Option F7HELICE Option-82 X2 DHCP AMH{QL BHH| ALE3}0] 1P FAE Pt FHMES Fog +
ALSLICE Agent Remote ID 2| A2, SWOS = DHCP Z2I0|HE7 AZE QIHHO|A O|ES
ABELILE  Circuit ID 2] B2, SWOS & SwOS FX[2| ID, LHEHCZ At8&= ZE ID % VLAN
DE AMEFLCE 0E E0 Agent Remote ID - ZE 1 Agent Circuit ID - MikroTik eth 0/1:100

HAQIE Y e

Password Change

Old Password | ]

New Password | ]

Confirm Password | ]

| Change Password

Backup

EEcEcrgs) bud Hess Eeek Browse... | No fileselected.

Restore Backup | | SaveBackup | | Reset Configuration |

J e
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23 "HoMe= 2 AHIolA d¥e FE5tn 3 HHE ELUHEY = ASLICH
MikroTik SwOS | Login |
| Link ”?" SFP Status ” Port Isolation ”ﬁ[ Forwarding H RSTP H Stats H Errors H Hist. H VLAN H VLANSs ” Static Hosts H Hosts H SNMP HFH System H Upgrade ]
Enabled Mame Link Status Auto Negotiation Speed Full Duplex Flow Control
Port1 link on 16 yes
Port2 link on 16 ves
Port3 link on 16 yes
Port4 no link no
Ports link on 100M yes
Porté link on oM v
Port7 no link no
Ports no link no
Porty link on 16 yes
Port10 no link no
=4 o449
Enabled ZE 243l s Hgd3t
Name ZE O|FHE 7ts)
Link Status SN @3 HEj(H7] ©8)
Auto Negotiation | AtS E& AL E= AL o &
Speed ZEQ| £k X|H(Auto Negotiation 2 H|Z'd3}slioF &)
Full Duplex ZEQO| FEHA nEE X|HE L CHAuto Negotiation & H|&-43lslof &t
Flow control Tx/Rx | 802.3x S & MO &M3| L= HZds}
©® Z[Ch 10218HI0|EQ| MEI | AS X[ATLICL SWOS Litedl M= MTUZE 822 & = gLt
PoE
PoE-outZ X|@dt= X0l F 7tX| 4 M1t Pok-out T&F, MY S1F &2 ZLHE 7|50

U LIL.

MilaroTik SwOS

|Logout

W|¥”¥” Port Isolation H LAG H Forwarding H RSTP H Stats H Errors ”m[ VLAN H VLANs H Hosts H IGMP H SNMP ”m[ System H Health H Upgrade l

PoE Out
Portl auto W
Port2 auto v
Port3 auto v
Port4 auto v
Port5 auto v

PoE Priority

Voltage Level

auto W

auto v

auto v

auto v

auto v

PoE Status

waiting for load

short circuit

powered on

powered on

waiting for load

PoE Current

123mA

353mA

PoE Voltage

52.5V

52.1V

PoE Power

6.4W

18.3W
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PoE Out | PoE-Out #EHE EA[ZL|CL
e auto- EEJI ZEO MAS 3L = A=A Al HIALLCH MAS S5t 3kQ ~
26.5kQ HL|o| XM&o| RU0{0F TL|CE.
e on- HYUASE OF MIAE st Matdt ZX| H7t MAELC w2t FA| o|HuUlE S5+
TR0l =&t
o off- O] ZEO| CHSIY XMitS St MRS HXE B3, MAL S55HK| $SLCHL
PoE PoE ?41 &%= PoE £38 ZEQ| 2L E XYM, ZE ZEO|AMQ| PoE £32| 20| PoE £ &%H0]
Priority | T2t M =27l 71& 2 QIEmojAo Mol HA HFL|Ct
UL MY =2 ZEE= 1, JHE R2 ZEE g ULICL RUERTF 22 ZET 2 O|4Y ER
ZE HD 7 71 EHE ZEJL HOF 22 U E ZHEHLULCEL O E S0, ether2 2F ether3 2 M &=2|7t
2 MBI X2l 40| A ether3 2 PoE-Out O] 7HEL|CH
ZE 24 22 Q) M0 HM JUs 42 6 XR0OICt ZEOM MAS A = JSX| MAZLICL
Voltage | PoE-out ZEQ| MUS =822 HMatd &= s 7|sYLCH MY ZEE T = U= PSEZL HEEH
Level | 7|B(CRS328-24P-4S+RM, netPower 16P, CRS354-48P-4S+2Q+RM)O ATt AFEE == UEL|CE
PoE ZLEO| X PoE-Out &EHE EA|RLICH
Status
e powered on - ZEO| HM0| 3FE|D PoE-Out O] HAHO=Z ZEotL|Ct
e waiting for load - ZEO| TYES 35 = U=X| X gLCL HASE 33t H 3kQ ~ 26.5kQ
Helol Xgo| A0{oF gLt
e short circuit - PoE-Out ZEO|A| TH2to| ZX|z[0f ™R0| JAF LI
e overload - PoE-Out & X|$H0| Z=1tE|0f, PoE-Out ZEO|N HYO| AR LICH ZEY MFRE
XMotol| CHof M= 28 23 AYS ERSHYAIR.
o disabled - ZEO| [t ZE AX|7|5 U ™RO| HFL|CH
e voltage too low — PoE-out 22 H|33dt= TMYCZE pD O MAS IFE 4= USLIC
e current too low — HZAE EHX|7I L poE-Out HA|ELCH HE G2 ME(<10mA)E AH|8H=
AE o0|stH, AZE FA7F sas MY0l HF Hot oAl MY 350 27tstt d9Y
7 AGLICEO: Vmin =>30V O|X|2F 24V H3) 52 AZE X7t PoE-out 22 HISE= AELE
Yol =2 F HE MRAZ(ME S0 =9 DCHY) AHESIEE ZE HFI} PoE-Out ZET}
Ottl & HW DC AA0M S22 ZLR2YLCH
PoE ZEO| WX ALS™HES LU2(YH O CHR(E ZESIH mA|LICH
Current
PoE ZEO| MAUZ SE 2 FFSY EAIZLCL
Voltage
PoE ZEO| poE £ MHZ AE CHRE FHSI0| HAIRLICE
Power

\
(D Voltage LevelO| "auto"2 2 HAHE[0] QAL PoE OutO] "on"C 2 HEE|0 USH J|E2Fo=E ML
AMEE LT AEE ZX7 AL X /5= R, PoE E22 ZHE I Voltage Level = "high"2 2
A7 0F L.

_J
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SFP

SFP R0 M= SFP/SFP+ ZE2| HEIE ZLIH

MilkroTilc SwOS

Y 4 ALt

TRUE NETWORHKS

m“;” Port Isolation "I” Forwarding ” RSTP H Stats H Errors "EH VLAN H VLANS H Hosts H IGMP H SNMP ”H" System H Upgrade l

SFP

‘Logout

Vendor

SFP1  Mikrotik

SFP2 OEM

ZE A2 Hol=2 S8 =
RE ZEE LIE ZEQ ST
o N3 BAIE ZEZ EljLg

Part Number Revison

5+85DLCO3D

SFP-10G-CU1IM AD

MT41124H09501

Date

13-10-10

14-11-26

Type Temperature

850nm multi-
maode fiber soc

1m copper

= X

Voltage

3.274V

d2 5 85tALL HMotetL Lt 7| 2Xes A&
o AE|7F HEE|Of UX| @S M=
4\_ o|¢|_||:|.‘ Cl2e H

Tx Bias

8.812mA

Tx Power Rx Power

-2.187dBm -4.57dBm

R

N Sk
7HA ZE H2|Of|A| 2L

Port Isolation [ LAG H Forwarding H RSTP H Stats ”_ Port Isolation m[ Forwarding H RSTP H Stats ”_ Part Isolation [I” Forwarding ” RSTP H Stats ”_
From Portl From Portl From Portl
From Port2 From Port2 From Port2
From Port3 From Port3 From Port3
From Port4 From Portd From Portd
From Port5 From Port5 From Port5
From Port6 From Port6 From Port6
From Port7? From Port? From Port7
From Port8 From Port8 From Port8
From Porto From Port9 From Port9
From Port10 o Rort10 From Port10
=8 389 EXI7t OHE 80 X | 2 ZEVF HEIAE Mestie M | §Y ZEE OE 2 ZEQ SMg
o Mg + QEE 2¥Y Eat 270 SAE = SR 2¥Y Ha | + =R 2%F0| Ead FRE
UAe AL, Port1~Port57} 7t Q&= B (Private VLANO| 2t 1 = =0 OILXHE ZE) 2o OHE
Port6~Port101 &3t 12| 1 B2 | o), /o] O=MEH Port10] A0 | 38 + UASLICH
o SL10| O|ROIX|X| Gf= ®I2 OfH | Of, LHE ZES2 YYIAE st
g 8¢ = USLICh =20| O|ROX|X| Gi= {2 GHME
8% = ASLH
4 a
@® StLte| MAYAE M Z2 ME SiMotn 7t2E22 EASHE o242 NABAS MEH/HESHK
2 = UG

p
(® (R)STP= Private VLANE ™A Zt SHEA S ELICEH 24 7He| Z2[E A9X| OES UtEEs 82

. Ol= (R)STPZ} BPDUE M2 =AISHX| Ro10 R HAEZ SHA| Rots G271 il = JASLICH
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LAG

o= = (failover) 2t F5tZ4t(load balancing)= #/3t0] IEEE 802.3ad(LACP)2 8 LAGRH & & (static)
LAGE X|gLCt 2E OFF Z(0f 87/l ZE=Z Z(Of 16712 AES BE UL, 4 ZE= T4

B LACP, HE|E LACP =& FX(static) LAG ZEZ HHY £+ USLICH

MilaoTilk SwOS | Logautt |

Mode Group Trunk Partner

Portl passive w

Port2 passive w

Port3 passive w

Port4 passive w

Port5 passive w 1 4c:5e:0c:4b:89:5¢

Porté passive v 1 4c:5e:0c:4b:89:5¢

Port7 passive w
Port8 passive w
Porto static W 2
Port10 static W 2
&4 £k
Mode (7/Z2 ¢ EZEO| Ot LACP T3l nStRE =2 X LAG EEE X|EELICE:
passive)
Passive: LES FHMENE £, MIfH ZEJL HEIE |ACPEZEE AHEY F20||T
LACP & ArEgLCt.
Active: é, OiH ZEQ| ZEo| A g0l LACP E AFERILCE
Static ZEE N IAGREEZ MFTLICL 22 LIAGE §2 2E ZEO0 Ofsl Ze
Group A éol Zagtch
Group B LAG 182 XL,
Trunk (&/7/ &&) ZEI} £ Group HZE LtEFHL|CH
Partner (/7] &) EEJ} LACP E SEots 420 4U™ MACFEAE LIEFHLCE
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Z %Y (Forwarding)

Forwarding B2 AKX ZEO| L3t port locking, port mirroring, Y= Xt E2EEIfAE AF
Holsel 1g7s2 48 = JUSLICL
MikroTik SwOS Lite | Logout
|H||¥H Port Isolation HEH Forwarding || RSTP || Stats || Errors HE” VLAN H VLANS || Hosts H 1GMP H SNMP HHH ACL Stats || System || Upgrade |
Port Lock Lockon Ldleres L lby Mirror To Storm Rate kT :I:::own Ingress Rate  Egress Rate
First Ingress Egress Unicast Multicast
Port1 o L] @ | | | |
Port2 L] @ | | | |
Port3 L] @ | | | |
Porta L] o | | | |
Ports L] o | | | |
Ports L] o | | | |
Port7 L] @ | | | |
Ports L] @ | | | |
sFP1 L] 8 | | | |
sFP2 L] o | | | |
%4 ek
Port Lock Port Lock - oH B ZEOA C’| MA H|2Hd stetL ct o

Lock On First - Port Lock 2t 3”71I P%Eltﬂ, Heim= #"JE._' MAC F22H2 StEELCh ZEQ]
SENZF HFEMOE 7|58 MAC F2s

Port Mirroring Mirror Ingress - o2 ZEZ S0 = EZfE0| SAtE[O ER ZEZE FESELCL
Mirror Egress — S ZEOM Lt7t= 2= E2fEO0| SAE|Of Bt ZEZE MEEL|CL

Mirror To — EtZ ZEE X|’dgtL|C}

Broadcast Storm Storm Rate (bps) — bps THRI2 oY ZEZE HSEE BEEI|AE W3S KohetL Lt
Control Include Unknown Unicast - 22 E HO|E0| &50| gl |FLUHAE T3S AKX 00

L L.

Multicast Flood Flood Unknown Multicast -2’33}t 420 XY= AKX ZEO| HEFHAE EfHO|
Control EgEL, HEZ2gstsle 420 HEPIAE EzfjHo]

= 0
IPv4, IPv6, &3 2Z HE|F|AE H2((224.0.0.0/24, ff02:
g E Lo

Bandwidth Limit  Ingress Rate - SiY ZEE S0{2& EzfTZ H oL Tt (bps)
5

egress Rate — 32 ZEO|M L7tz EBjES HaHtLC(bps)
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ZEY Rx E2f™A 0l =(ingress) AIFE HAKXE Xutste IS H7|sts AR EF57|0f,
Lk CHOl TCP 2 K| Of(congestion control) HIAHLE0 FgFs £ £ A1 0|0 ety X|Fs i

Tx E2i HH|0]=(egress) Rx
of €Al M, 7<I *3._ H@!%% 2} 288o2 #28Y & UFLICh Cfgh /7t
= H7[5kA Uk

RSTP

2t ZE 9 A9X| M| RSTP A7E1 ELIHY 7|52 RSTPHFOIAM otz 4= ASLICH

| Link ” SFP || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist || VLAN || VLANS ” Hosts || IGMP || SNMP || ACL || System ” Upgrade |

General

Bridge Priority (hex) 2000

Port Cost Mode short ~

Root Bridge B8000.6c:3b:6b:7b:f9:07

Discard Changes| | Apply A

Per Port
Portl RSTP alternate 19 point-to-point discarding
Port3 RSTP designated edge forwarding
Porta RSTP designated edge forwarding
Ports RSTP designated edge forwarding
Ports RSTP root 4 point-to-point forwarding
Port? RSTP designated point-to-point forwarding
Ports RSTP designated point-to-point forwarding
&4 L
Bridge Priority = §E E2|X| & (Root Bridge selection)0f| AF&|= RSTP bridge M =%IE 16 T2 HFLLICL
(hex)
Mode Y ZEO|MS| STP/RSTP ZEE HEAIFLICH(Y7] H8)
RSTP
STP
Port Cost 23 250 Wt AFSO2 RSTP ZE FAES X|Fsts W@ ALICH
Mode short: 40G - 1; 10G - 2; 1G - 4; 100M - 10; 10M - 100
long: 40G - 500; 10G - 2000; 1G - 20000; 100M - 200000; 10M - 2000000
Role ZEO| geS BAIZUCHL(&Y] H8)
root - E Ha|X2 $ot= EEZM, RE Ha|X|Zte] A EYYLCH
2 StE ZEZAM, root ZEO| MAHLO|H, HAO= FEEI XA &

alternate - £E H2Z|X
MZ ZLIYSHK| &L
backup - FEEZ[X|0|N B EE ot= ZEO|H, A0 S4E ZYSHK| RE LI (non-

root EEEO| HiRY)
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D VO

> 070 TRUE NETWORHS

&4 gy
designated - FEEZ|X[0|N OIS TSt ZEO|H, S4S =Y gLCh
disabled - STPO| FO{SHA| Gf= ZEYL|LELRSTP 7|5 HIEQ)
Root Bridge ~ WEQINN MBEH FEL2IXO| MAC F29 2M29E EAIBLICLET| H8)
Root Path BEEHDXE Tl ZENAMO RE ZFE DAEE HAISLCHE7] ML)
Cost
RSTP Y ZEO| Cist STP/RSTP 7|52 23 32 2FsiAeLCh
State Zt ZEO| HEHE EAIYLICHL(EZ] H8)
forwarding - oi's ZE7I E2ig =0 Folstn Ao0, BPDUE +4I3t MACFLE oh&0dt
1 AU
discarding - port does not participate in traffic forwarding and is not learning MAC addresses, is
receiving BPDU SHZZEJt Egfa Z(Q0f &ojstn UX| oM, MACTAE TEstn UX| U5
L|Cf
learning - 32 ZEJI EcfE Z/F0| HOstn UX| oL, MACFAE stEsta ASLICH
Type edge - BPDUE 4I5HA| @5 A2 O Y0, CHgH|o] AZE O A0OF SLCH(E7] )

point-to-point - ports that operate in full-duplex links, can be part of STP and operate in a
forwarding state 0| (full duplex) 22 XE3tH, STPO| Aol 4= AT ZYE MEIZ HEst=

ZEYJUCHLEZ] HE)

4, 2F YU S|AEI%(Stats, Errors and Histogram)

flE IS0 Chet SMe S2E MS LI

o
=
ar
ujn
rlo
ot
>

>

ol

El

MilaraTil SwOS [ Logout |

| Link ||¥H SFP Status || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors H Hist. H VLAN || VLANs H Static Hosts || Hosts || SNMP || ACL || System H Upgrade |

Rx Tx ﬁgcket ;:cket Rx Tx Rx Total Tx Total le_ Tx_ Rx Tx Rx . Tx .
Rate Rate Rate Rate Bytes Bytes Packets Packets Unicasts Unicasts Broadcasts Broadcasts Multicasts Multicasts
Portl 0 0 0 0 (1] 0 0 0 0 0 0 0 (1] (1]
Portz 913k 0 9 0 126897 464114 1048 4977 7 0 395 1770 646 3207
Port3 0 9.13k 0 9 96698 1338593 1039 5862 0 205 942 1212 a7 3745
Portd 0 0 0 0 1] 0 0 0 0 0 0 0 1] 1]
Ports 0O 913k 0 9 488862 400381 787 4308 400 5 82 1505 305 2796
Porté 0 9.13k 0 9 21387 238099 168 2260 0 3 9 939 159 1318
Port7 0 0 0 0 371 313 3 4 0 1 1 0 2 3
Portd 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port9 0 5.13k 0 6 26481 332819 206 3607 1 12 30 1057 175 2538
Portl0 0 4 0 3 451453 181667 846 1709 491 2 T2 695 283 101z
-



-

D A

Y vy

MilaoTilk SwOS
m’m[ SFP Status H Port Isolation ”E” Forwarding ” RSTP ” Stats ” Errors H Hist. H VLAN ” VLANs H Static Hosts ” Hosts H SNMP ]’H" System H Uparade ]

TRUE NETWORHKS

Tx

Tx
IF’l:uses :‘::m E‘r:'::rs Jabber ::nts IE:(Bgments r;xvenuns ::uses E’:ldenuns gllisions g;lltij;il‘l)is E:fﬁ:ﬁ::‘: glll_i’as‘;zns -[I;:fened
Portl 0 0 0 0 0 V] 0 0 V] 0 (1] 0 V] 0
Port2 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port3 0 0 0 0 0 o 0 0 o 0 0 0 o 0
Portd 0 0 0 0 0 (V] 0 0 (V] 0 (1] 0 (V] 0
Ports 0 0 0 0 0 0 0 0 0 0 0 0 0 0
MikroTik SwOS

m[ﬁ“ SFP Status H Port Isolation ]m[ Forwarding ” RSTP ” Stats ” Errors ”W" VLAN ” VLANSs ” Static Hosts ” Hosts “ SNMP Hﬁ[ System H Upgrade I

Portl

Port2

Port3

Port4

Port5

Port6

Port7

Port8

Portl0

64

22863

2267

2236

138

2177

20

65-127 128-255 256-511 512-1023 1024-max
0 0 0 0 V]
2638 1203 5 3 o
2915 1211 26 39 530
o 0 o o o
1403 1237 9 7 288
1756 616 3 2 o

3 1 0 0 V]

o 0 o o V]
715 983 2 1 o
1788 475 19 a3 242

(O SFP+ QIE{H 0| A0 CH

¢t A= SFP+E37F SO RO 27| = E L T,

VLAN

VLANII VLANSE 2 ARUX] ZEO| st VIANEEZ HM3SgL

MikroTik SwOS Lite
WEH Port Isclation ”m[ Forwarding H RSTP ” Stats ” Errors ”EH VLAN H VLANs ” Hosts ” IGMP H SNMP ”ml ACL Stats H System ” Upgrade I
VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID

Portl opticnal Vv any hd

Port2 optional v any hd

Port3 opticnal Vv any hd

Port4 strict W only tagged v

Ports strict A only untagged

Porté | strict v any v

Port? strict A only untagged

Ports disabled v any hd

SFP1 disabled v any hd

SFP2 disabled v any hd
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,‘f:,‘f," TRUE NETWORKS
%4 dE

Default VLAN ID =43 VLAN Ef1 SI=(VLAN untagged) Izl 4783t 7|2 VLAN ID(Default VLAN

(&5 71.4095 71232k 1 ID)2| VLAN 22 EZL|CE VLAN Ef3 = E2iZO[Lt VLAN Receive 40| ‘any’ E&
‘only untagged'9! ZAL0|2F HE2|M, VLAN EfZE TjZlojs HEL|X| A&L|Ct O]
Oi2tH B YHHOZ VIAN O WM A ZEZ TSI LE Tx(egress)E ST O A Ef 2 &
{7l SO0M Default VLAN ID 2F €X[St= EfE K H(untag)ot=0 2&eLICt

Force VLAN ID Rx(ingress) E2fZ 2| VLAN ID EfT /50 2tA 10| Default VLAN ID 2 X743t VLAN

(ves [ no, 7| 2%k no) ID & EfZTLICE VLAN Mode Off OffH S40| HH-f JATX| HEELICE PHeF Default
VLAN ID 7} 1 2 ZFEE0 UL, siT ZEM EfZE EZfEES 4t ER0
Tx(egress) T{Zl2 Ef17t A& L|CH

VLAN Mode disabled - VLAN H|O|E2 At23}X| °**I—|Er M ZEOM VLAN EfZE TjZA2

(disabled | optional | | 7| 2L CF. VLAN E§ 37} Default VLAN ID Off 78 = Z40t 21, VLAN Receive &M0|

strict. 7|2 %t optional) ‘any'2 MYE Z20|& VIANE{IE 7ot mjals MSetct
optional - VLAN ZH &S H|Z-d3}etL|Ct VLAN HO|20| 8= VLAN ID & 7t+%l TZl2
VLAN Ef27} Q= AXME Ne|g ot
enabled - VIAN ZE 22 2435}8tL|Ct VLAN HO|20]| 2= VLAN IDE 77 T2
H 7| ELICH HNAZEOl HL0|E Default VLAN ID £ X|H3}|0F stojof =41 TiZIS
EfZsta, SATZIOAM EfI2E MAY = ASLCH
strict - VLAN ZEHZ S 2d3stHAM, FItE e HHE 7L EE H&8L
(@2 =41A], VLAN HIO[SO0IM ST ZETF mjZiof Ef1E VLAN ID 2 F QX
§°Io+" JEX] 2 0= 2l H7]) HMAZES HLR0= Default VLAN ID &
BEEA] 2Fsiof =4 EcfEE EfOStD, S4 EfTo|M EfOE MAY = UASLICH

VLAN Receive VLAN EfZEl =41 E2fIol CHet ZHI SMLLCH

(any [ only tagged [ only = Any — St ZEO|M VLAN ID EfO |20 ZtA 0] =ABtL|C}

untagged Only tagged — VLAN EfZ & T{ZITH2 s=AlBtL|Ct ‘Default VLAN ID'= Ef 8l&

7|22k optional) mjzlofg2t M2z ESSHX| ST

Only untagged — VLAN Ef1 9i&= IHZICHS S=AlIgL|Ct

VLANs EHe VIANEIZ ZEQO| AL o2 E MXNStL|CT,

MikroTilk SwOS Lite

| Logout|
|m”;” Port Isclation HE” Forwarding H RSTP ” Stats ” Errors HK” VLAN || WLANSs || Hosts H IGMP ” SNMP ”H” ACL Stats ” Systemn ” Upgrade |
VLAN ID IGMP Snooping Members
ST [cut] [msert
8o [cut] [1msert]
CIeL [cut] [inser]
400 v ] |§| | Insert|
&4 4y
VLAN 1D ZEO| 2 VIAN ID gLCh
(&5~ 1.4095 712340
-
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ey
%4 dE
SiE VLAN Ol M IGMP 25T O{f 5 MEHSILICE O] M & EHYsIH A2X|= IGMP
IGMP Snooping Join & IGMP Leave TIA|X|E SHE VLAN O|AM =4I5t0, ST HAIX|E SAHH
(yes | no; 7|&%}: no) ZERU HEFHAE EgfmZ MEELCHL 0] SME H[Z2Mst 220 HEHHAE
Egjg 2 25 ZEE NS (flooding)e LI Ct
Members

SIS VIAN O|A EjEe Mast

=

-
30
rir
-
0x
o
ie]
Sl
i
nx
o
ot
-
)

(ports; 7|22t none)

VLAN /4 of|H|

E™3 9l WM A EE(Trunk and Access Ports)
tagged —

————————  VLAN200 tagged —
—————— VLAN30D tagged —
—ee  VLANA40O

--untagged - - += . untagged . --

--untagged ----------

1. VLANs E10|A VLAN 252 F7I5t0, M ZEE X|™HgL|CH
MikroTik SwOS Lite

| Logout |

| Link || SFP || Port Isolation || LAG || Forwarding ” RSTP ” Stats || Errors ” Hist ” VLAN l VLANs || Hosts || IGMP || SNMP || ACL ” ACL Stats || Systemn ” Upgrade |

vLaN 10 IGMP Snooping Members

200 o 0800080000 [cut | [ nsert |
300 o 0800008000 [cut| [ msert|
400 m 0800000800 [cut] [msert|

| Append | | Sort | | Discard Changes|

Apply All |

2. VLAN BRHO|M AMAIZEZ(untagged) AFHER EZE = Default VLAN ID Y320 untag® VLAN
IDE X|’"Z3tL, VLAN Receive &=0| SHE B34S HHLLCLEZIAXE

A= =

2l Port2= only
tagged, UM A EZEQI Port6~Port82 only untaggedS ME) J2|1 HAI$H VLAND ZEZ E
O] O|REX|=E ZEESI7| 250 VLAN ModeZ strictE A7detL|LCt



-
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bt TRUE NETWORHS

MilkroTik SwOS Lite | Logout |

| Link || SFP || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist § VLAN VLANs || Hosts || IGMP || SNMP || ACL || ACL Stats || System || Upgrade |
|

VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
Port1 [optional v | [any v 0
Port2 [strict v | [only tagged v | o
Port3 |optional v | [any v d
Port4 |optional v | [any v] o
Ports | optional v | | any v | 0o
Porté |[strict v | [only untagged v | o
Port7 [stict v | [only untagged v | 0
Ports |[strict v | (only untagged v | 400 d
SFP1 | optional v | | any v | o
SFP2  [optional v | [any v o

| Discard Changes| | Apply All |

E&™d3 9 5l0|HZ|E EZE(Trunk and Hybrid Ports)

tagged —

VLAN200 tagged —
VLAN300 tagged —
VLAN400

---. untagged - -+

tagged ——
tagged tagged
— tagged s ---.untagged .--

1. VLANs ®0{|A VLAN &=2 71513, MY ZEE X|ZL(C
MilcroTilkk SwOS Lite | Logout |

| Link || SFP || Port Isclation || LAG || Forwarding || RSTP || Stats || Errors || Hist || VLAN VLANS Hosts || IGMP || SNMP || ACL || ACL Stats || System || Upgrade |

vLAN 1D 1GMP Snooping Members
m 0800088800 [cut| [ nsert|
300 O 08000888E00 [ cut | [ nsert |
400 o 0O8000888E00 [ cut| [ nsert |

|Append | |E| | Discard Changes| | Apply All |

2. VLAN EH0|A S}O|ER|E ZEZ AM8E EE{E Default VLAN ID 2320 untag® VLAN IDE
X|I783%t1, VLAN Receive &=0 SHE 2SS MEPLICLEZIZEQ Port2= only tagged, St
O[HE2|= ZEQI Port6~Port82 anyE M) 12|10 At VIANTH ZEZ F1I0| O|ROXEE
e 2st7| 21810 VLAN ModeZ strictS A™gtL|Ct



-

e ntind TRUE NETWORHKS
i
MikraTik SwOS Lite | Logout |

| Link ” SFP ” Port Isclation ” LAG ” Forwarding ” RSTP ” Stats || Errors ” Histl VLAN IVLANs ” Hosts ” IGMP || SNMP ” ACL ” ACL Stats ” System || Upgrade |

VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
Port1 [optional v | [any ] 0
Portz [strict v | [only tagged v | O
Ports [optional v | [any v o
Porta [optional v | [any v | O
Ports [ optional v | [any v 1| 0
Porté |[stict v | [any v | 200 O
Port7 [strict v | [any v 300 O
Ports [stict | [any v] O
SFP1 [optional v (fay ] o
SFP2 |W| |anv7"| o

| Discard Changes| | Apply All |

L X|HE HM2

o oMo AQX| OjLIXIHEZS 280 VLAN200S DHEUX} $HL|CH MOl 7|2 ZXt= oA
Aot EFT U HMA ZEO[ 1~27kX|Qt ZSL|CE O{7[0f 3| CHAZ A, System ®iO|A OfX]|
LIHE VLAN IDE MH™gLCt, *E“éj% M3t 0|F, AQX|= EZE3 ZTEZO| VLAN 20022 Ej1
=l ofZ13f, VLAN2002| M A ZE(Port6)O| Al E0{2 THZI02 SETILICE
MlkroﬁkSwOSthe | Logout:

General

[ oHeP with fatiback |

Static 1P Address
Allow From Ports
[ Allow From VLAN 200 I

A VLANO| SH2H 2FEX| @2 Z20| BUXHE VIANE BEY 0= 29X[22 UiLXHE
50| 27tstE + AU 28 H8 Hof| 28UES HEAl st oiLXHE F£H0| 27ts

g ER0 2K E x7|2510] HAULIER AQX|E HFOHUAR
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2AE

O] Mo M= &&= (dynamic)2 2 StEE|AHLE, HE(stati) 22 X
52 BEOEUL 38 32 As22 FUE G, 0|E ¢

o
rmn
<
>
®)
i
k>
ot
rl'U
el
|m
=2
=2
OF!
ot
0ot

= otg 3 SESEETE

ZEOM TS $ABE THZU0 A2 MAC A9 TS A3 ZES SAE H 0|20 F7H}

02 0/$ EX 2HX MAC F4AZ IjZ0| SO{S O O ZEZ IjZS M|} sk L 4
LICH THAY MAC 547t SAE B0|20] gloB 120 BE ZER [HIS MUFLIC S5

oot 30
Jo o>
r|o
(O]
o ==

=
s

= .
| EfYOrZ(time out)s 7IX|E2, 527F A2 T{2l0| QICtH X522 APK|E LT

MilkcroTilk SwOS Lite

9

| Link H SFP H Port Isolation ” LAG ” Forwarding ” RSTP ” Stats ” Errors ” Hist H VLAN ” VLANs || Hosts || IGMP ” SNMP ” ACL ” ACL Stats ” Systemn ” Upgrade |

Static Hosts

Port MAC
otz v [ cue] nser
ros v [cur] [nsen]
ot [cue] [1nser

|Append | | Sort| | Discard Changes| | Apply All |
Port MAC
Portl b8:69:f4:2b:07:85
Port1 b8:69:f4:c4:38:3a
Portl c4:ad:34:55:db:7a
Portl cd:ad:34:93:d8:44
Portl cc:2d:e0:8c:7e:6f
Portl ed:8d:8c:1b:05:fb
A
&4 4y
Ports Ijzlo] Ze=Ed ZE
MAC MAC F4
— —0 —
Port (£/7] &18) ojzl0] ZER HE
MAC (/7] &&) St&% MAC F2

IGMP A5 %(IGMP snooping)

HE[FHAE AEZES NOIStL HEFHAE E2{ S (multicast flooding) & X|St= 7|52 &, System
HolAM ggilgd & & ASH o
MilcroTilk SwoS Lite [ Logout
|K”?” Port Isclation ||E” Forwaraing || rsTe || stats || errors ||W” vian | vians || rosts || 1eme | snme ||E” ACL Stats || System || Uparaae |
General
Address Acquisition DHCP with fallback
Static IP Address |192.168.85.1 ]
Allow From | ]
Allow From Ports
Allow From vean [ |
Watchdog
IGMP Snooping
> 4
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IGMPRYOIA IGMP AFHO| CHot d=gt2 =0lgt = QUSLICE
MikroTik SwOS

| Logout |
[ Link H SFP H Port Isolation H LAG H Forwarding " RETP ]| Stats ” Errors " Hist H VLAN " VLANSs H Hosts “ IGMP ” SNMP " ACL " System " Upgrade ]
Group Address VLAN Member Ports
229.1.1.2 4 Port?
239.255.255.250 Port24
IGMP 27T 2 £7 VLANOIAMEE 2d3t & 5 ASLICH
MikroTik SwOS Lite | Logout |
Link ’m| Port Isclation ”I” Forwarding ” RSTP H Stats H Errors ”m” VLAN “ VLANs H Hosts H IGMP H SNMP ”E" ACL Stats ” System H Upgrade I
VLAN ID IGMP Snooping Members
[ cut]| [ msert
| cut| | tnsert
|Append | |ﬂ| | Discard Changes | | Apply All |
SWOSO| A= SNMP v11t v2c(GetRequest, GetNextRequest, GetBulkRequest)2 X| &S+, IF-MIB,

SNMPv2-MIB, BRIDGE-MIB, MIKROTIK-MIB(SFP &A|, PoE-Out, A|AE AEf #&H)S ARESL|CEH
SNMP E#(trap)dt SNMPE S8t SwOS A& gt HE2 X|JSHK| SAELICt
Ct2at 22 SNMP HIO|HE =olg &= UASLICH

N ES = s

- A2"E HEFY (uptime)

- XE ZH A

- BAE HoO|E2 ME

Enabled [

Community ||:|ub|i|: |

Contact Info | |
Location | |
| Discard Changes | | Apeiy Al
44 23
Enabled SNMP AMH|AE =g /H|=d oL C}

Community = SNMP & L|E|(community) O|&
Contact Info = NMS O EA[Z GI2HA Atg

Location NMS Off BEAIZ IXEE



A EEEEEEEEEEEEE————————————————————————

D VO
A

ACL

ACLEOAN = &

7tsotH, 4
2 T#dEHch

MileroTik SwOS Lite

FEZMO2AE B2 =7 (condition)f ZZ40]

From: (v}

MAC Sre: |6c:3b:6b:12:83:61

VLAN:| any hd

IP Src: (192.168.88.2

Redirect To:| none Vv

Z= OhetH E

&4
From

MAC Src

MAC Dst
Ethertype

VLAN

VLAN ID

Priority

IP Src (IP/netmask:port)
IP Dst (IP/netmask:port)
Protocol (&+)

DSCP

TRUE NETWORHKS

MK O] 2| A E (Access Control List)S A™E £ USL|CH

HIXOEZAESE E8l0 23445 Z2EE S|HE

ez, M7l 2HE, Z9E, VLAN E{fZ0|

=
sigot=s 200 FE HM(action)2

|Logout‘

Account as:| none ¥ | Clear‘ ‘ Cut| | Insert|

VLAN ID: Priority: I:l
Mirror To: | none v v Drop Set VLAN ID: I:l Priority: I:l DSCP: I:l
| Appena | | Discara cnanges | | ppiy a1 |
g
— — [
mjzZlo] S0l ZE

EUX| MAC A2 OtAF(mask)

S8 X MAC 42 OkA T (mask)

[El

O|E Yl =2 Q(Ethernet frame)2| HO|2E (payload)2 EXUE ZZEE

VLAN 8|
-any
-present
-not present

VLAN EHZ ID

EYX| Ipv4 T2 HIOtA A (netmask), D21 ZE HS
EXX| Ipv4 =2 HlOtAT(netmask), A2 ZE M5
P Z2EZE

IP DSCP ZE



M / of TRUE NETWORHKS

*
HM Itetm E

%4 Y
Account as siE ACL EHof siTste WAUS 7IREY 7IH W3 E X
Redirect To mzlg XEo ZEE ME
Mirror 7S SASHY X|g3 O3 Bt ZEZ &
Drop EAR=:

njo

Set VLAN ID VLAN Ef7} E 4<%, VLAN Ef1 IDE LK

fjo

2, VLAN B 2M=2E uxK|

fas)

Priority VLAN Ef2L7}

DSCP IPDSCP Z€EE ¥

FIR2ESI7|2 X|™s ACL™AO| {7l 7I2E &= ACL Stats EiO|AM 2oldh &= /UGS LICH

MikroTik SwOS Lite | Logout

Counter #1 Counter #2 Counter #3 Counter #4
Portl
Port2
Port3
Portd
Ports
Port6
Port7
Port8

SFP1

o o o @ o o o o o o
o o o o e o o e o o
o o o o e o o e o o
o o o o e o o e o o

SFP2

Reset Counters

28 X 2K

CSS610 Al2|== SwOS Lite BRI 7t &&= ZL20| A SwOS Lite HYUOE 22{=2 = YSLICL
$'<%'6+E|A1 ResetHES X7t FEMZE FXIoHH d-HZ X7|z5t0 WA HYOE S2{=LICt
HHOl HOOo|2 HEIZ|M 192.168.88.1(22 DHCPE Et2 |PFEA)Z HE3L0 SwOS LiteE A XL
Ct.



