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CONNECT THE WORLD
| -
CSS106 Al2|=9| 7|&
75 1
Non blocking wirespeed 2¢|H
SAEHO|EA A I§ 2Ke| MAC YEZ|
_ SVL &= IvL 7|8t =2 GjO|EHH|o|A
=AY o
ZE ZA2|(Port Isolation).
ZE ZErZ(Port Lock)
HME =g X - 9198HI0|E
Al Eg| ZREE RSTP X|¥
HE|FHAE =YY IGMP 254 X|
L ETE] ZE 7|8 0/
IEEE 802.1Q =&t
VLAN EZE7|HF VLAN
VLAN ZEE
ZE ®Z
Kot BEE2C Hﬁ 2E Hof
DHCP % PPPoE A5H
Rx(ingress) E2f& X O{(ACL)
QoS

Tx(Egress) Ez2i® X Of

olagA ACL HiO|&

Z|CH 32702 ACL TE/(SwOSOl| o8l H|stE!)
L2, 13, 14 ZEEE ¢ EHEOQ 7[Htst &2/
ZHEY, =Y & Z2EF §H HEo| =7

AN A HO{ZE(ACL)

AKX HE

2 EHEIRHME F AKX P FA(ZIEZE 192.168.88.1)2 YUAHSIH 20| $HO| LIEFEL|C
712822 AR|X[0|M DHCP SZI0|UEE At UAY| WE0|, H=o| DHCPAHZL A& =8
HME ZEHE IPFAE F&TLCH

Authentication Required

http://192.168.88.1 is requesting your username
and password. The site says: “CS5106-1G-4P-15"

User Name: ‘ admin

Password: \

Cancel

N
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SWOS 7|2 IP FA+£ 192.168.88.1, AFEAl 0|8 adminO|H H|ZH S = QI&LICEH

® WinBoxs ZZI1O0|A MikroTik neighbor discovery ZEEZZ 0|8310] AL[X|Q| IPFEAE
AMSE = QIEL|CE Ot LLDPE= X[ SHK| UEL|Ct

[Eol=]

QE|HO|A iR

SwOS QIEH 0|2 HiFs A ZHO w2 oz 8oz & LT

CHE2 SwOSOIM dmE + U= HFLCh

Link, SFP, Forwarding, RSTP, Statistics, Errors, VLAN, VLANs, Hosts, IGMP Groups, SNMP, ACL, System
and Upgrade.

=k

Swos 28=0AM = + Us HEO

ro

Append — {2l 2|AEQ| OHX|HO| M22 =S F7tetL o

Apply All - HE Atgts ML C}

Cut - SE0M &= MAHL LI

Clear - &=29| £d& MWEESLIC]

Discard Change - M E[X| %2 Fd&2 HMAGLICL

Insert - S E0 A =S FISLCHRX =2 HIZ A0 F=7h

Sort - VLAN-IDEE VLAN HIO|E2E YE3L, MAC FA2EE SAE HO|lE2 FEHLUCL
Change Password- £2|X|o| H{ZHZ S HFTL|CH.

Logout - °4XH 22 X0 2a0tR L C

Reboot - 22|X|E TfF &Lt
Reset Configuration - 82 3% 7|242=2 =7|3atL .
Choose File - 120|E E& W %

Upgrade - MEISH MAZ ALES
Download & Upgrade - At&2
St PC7 QIE{Ullof AM AT

=
Restore Backup - ME{oh M@ mMAS AFESHH AQK|E FRSLICH

Xlo| HYolE g ol=ghLct.

P ?
= HAlof C22E 8 Y05 A5, & EaeME &Y
_/|\_

Save Backup - 2|X|0f|A S OmAS MY U CHREESL|CH
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M AE-I
System ®2 CtS1t 22 7|s2 sHTLICE
- AQX|Of CHRE L HE EA|
- AR 2z
- 2K A
- AKX MEo W 3 =29
O SWOSt= ZtEtst 2 NE|ES8 ARSI TCP/IP EAIS EXSD, IjZl0] E0{L IP & MAC F
29t ISt =42 SEBILICE WMEtA 7|12 AHOo|E JI 1E A8 o7t &L
MilaoTilk SwOsS

| Link ” SFP ” Forwarding ” RSTP H Statistics ” Errors H WVLAN ” VLANs ” Hosts ” IGMP Groups H SNMP H ACL H System H Upgrade ‘

General

Address Acquisition

Static IP Address

Identity

Allow From

Allow From Ports

Allow From VLAN

‘Watchdog

Independent VLAN Lookup

IGMP Snooping

Mikrotik Discovery Protocol

Portl PoE In Long Cable

MAC Address

Serial Number

DHCP with fallback ™

192.168.88.1 |

| MikroTile |

G108 :848s8srp

64:d1:54:c4:02:92

FASE07973F1F

Board Name (CSS106-1G-4P-15
%4 PP
Address P A 25 S-S X|EgLCH
Acquisition

25

static -

IX |p =4 oz MASHLCH

I P Fa USs MEBIY &2

DHCP only - A9|X|= DHCP Z2I0|HERZ A

1 gLt 230
AKX A AT 5 AFLHCH
H&3tof =28 2SI
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Static IP Address | Address Acquisition %430| DHCP with fallback =£= static 22 L0 JUS I AHEE
%3 1p YLt

Identity 22|X| 0] Z(Mikrotik Neighbor Discovery protocol Ol Al AtE)
Allow From 2 QX0 HMAL 5= Us IP FAYLLCH 71222 '0.0.0.0/0' (M2 S) & LT
Allow From Ports | 22|X[0] HMAg &= Qs AQX|Q ZE FEQLICE
Allow From VLAN | 22[X[0f AN AT = = VIAN ID YLICH HA VLIANs % VLAN HO|X|E FAsl{oF BhL|LCt,
Watchdog ALE X =2 gt Ee HlgdotetLth F HEf 2 Al 29/X|9| CPU E 2lAigLCh
Independent VLAN | {2l ZIE 2 Q|8 SAE EH|O|20|M independent VLAN =3|& Zds| E& HZY31EL|CE
Lookup
IGMP Snooping | IGMP A% E & 23t s HZdatetL )

IGMP Fast Leave | 22|X| ZEO|A IGMP fast leave 7|62 45t L& HIZM3BL|CE O] £42 IGMP AFHO|
2HdstEl 4200t SEstL

- o1d

Mikrotik Discovery | Mikrotik Neighbor Discovery Z2EEZ2 243} E= H|Z-d3teL|Ct

Protocol
Port1 PoE In Long | 2d3%}5tTH, ZE PoE £ ZEOM FAHZ| MHTSS Qstd, 22 HHEE HES

Cable ULLICH B oR2 30| ooz o7t LBt Lt (CSS106-1G-4P-1S Z 2 Of B 8l

MAC Address 22/X|2] MAC F2(3H7| T 8)

Serial Number ARK|Q| AZHHZ (7] TE)

Board Name 2L2K|ol REHGY| TE)
Voltage AKX A M7 T8, CSS106-1G-4P-1S TR 0|2t sfT)

Temperature CPU 2EE UM 252 BEATLCHA7| ©8, CSS326-24G-2S+, CRS326-24G-2S+, CRS305-1G-

4S+, CRS309- 1G-8S+, CRS318-1Fi-15Fr-2S R0t j&h.

HAQYE L Y

Password Change

Old Password | |

New Password | |

Confirm Password | |

| Change Password

Backup

Backup to Restore Browse... Nofile selected.

Restore Backup | | SaveBackup | | Reset Configuration |
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23 HolAs 2t Ol I SFp QIEIHO|A MNS RAGD YA AEE TUHZT 4 ABUCH
MilaroTik SwOS | Logout|
|H”¥“ Forwarding H RSTP H Statistics H Errors H VLAN H VLANs H Hosts H IGMP Groups H SNMP ”ml System H Uparade l -
Portl Port2 Port3 Portd Port5 SFP
Enabled
Name |Computer#1 | [computer#2 | [Port3 | [computer#a | [ports \ [nas
Link Status link on link on no link no link no link link on
Auto Negotiation
Speed 1000 100 v 100 W 1000
Full Duplex vyes no no yes
Flow Control
=7 49
Enabled ZE 243} £ H =3}
Name ZE O|FHAE 7ts)
Link Status oAXf 23 HENET] H8)
Auto Negotiation | AtS & A E£= AL o &
Speed ZEQ| £k X|H(Auto Negotiation = H|Z/g3}si0F &
Full Duplex ZEQ| REHA nEE X|HE L CHAuto Negotiation 2 H|Z3tslof &t
Flow control 802.3x S & MO &d3t E= HlEdst
4 N\
® 1/3M DAC A0|& 22 S-RIOIZES A8 ZR0|= HOiH0 AZE FH|7t etz 237+ A4
g Ho2 HA|ELCE.
. J

® Z|t§ 9198HI0|E2| HEZH AS K| RLYLICE SWOSHM= MTUE =322 RE = QSHCh

PoE

PoE-outE2 CSS106-1G-4P-1SO| M= ether2~50f CHst & 7tX| +4 SM
2 2LHYE 7|50 UEL|CH

t PoE-out ™&7, M Sif

=

PoE
PoE Out auto = off = auto = on =
PoE Priority e M 2 2 A 4 =
PoE Status disabled powered on disabled waiting for load powered on
PoE Current SBmA B6mMA
PoE Power 1.364W 2.022W
DB.T:IﬂG‘IEﬂF| Apphy AR

4\"
o e
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= A9
PoE Out | PoE-Out 4 EHE EA[ZL|CH
e auto- HEJ ZEO| MAZ 5L = U=k A HIAYLICE HAS S5t H 3kQ ~
26.5kQ H|o| XM&o| RU0{OF (Lt
e on- TYASF OF HIAE ot Mok ZX Hel7t MAELC w2t ZA| oS S5t
TRO| SEELCH HAE FHo &4 227t AL Fo|7t Hagct,
o off - O] ZEO| Oi5I0 NS ot MASS0F LUXE Y, AL IS4 S CH
o calibr- HZAE THO MY S50 otz X7t US B0 AESl= =3 PoE ZAzZ|=20|M
SMAYLCE
PoE PoE ?41 =%|= PoE £3 ZEQ| QX5 X|YoIH, BE ZEO|MO| PoE £32| 20| PoE &3 &%H0]
Priority | T2t M =27 71 2 QIEmojAo Mol HA HFL|CH
LU= M w2 ZEE= 1, 71 B2 ZEE 4 YLICH U7 €2 ZETI 274 O|4Y ER ZE
Hoob Iy A2 ZEJL B0 52 MERIE 7HEULCL Ol S0, ether2 2t ether3 2| M&=97F 210
MBI AR = MZ0 A ether3 2| PoE-Out O] 7HEL|Ct
PoE | ZEQ| X PoE-Out AEHE HEA|ZLICH
Status
e powered on - ZEO| ™R0| SZE|1 PoE-Out O] HHHLE ArEZgtL|CY,
e waiting for load - ZE0| MRS 35 &= A=K XU TMAS SS5HHE 3kQ ~ 26.5kQ
Helo| Xgo| AO0{oF gLt
e short circuit - PoE-Out ZEO| A Tt2ro| ZEX|E|of MR0| HELICH
e overload - PoE-Out & H|3t0| Z=DtE|0f, PoE-Out ZEO|A O] HELICH ZEYH HBHE
HigHol CHofAM = 2t R AYS ERSHUAIL.
e disabled - ZEO| Ci3t 2 E AX|7|s X ©O| AHZL|CH
e voltage too low — PoE-out 2 HJdts HMYCZE PDO| HAS 28 £ g&Lch
e current too low - HZAE ZX|Jt L8t PoE-Out HAELH HE B2 MF(<10mAE 2H|[SHE AS
o|O|stn, HAE FX|Jt SFEE WYl HF Hor FHHel MY 20| =27tst 42Y +
UAELCEO: Vmin =>30V O| X2 24V H|S) 52 AZE HX|7t PoE-out 22 M3%= AL
HMYo| 2 F HA MASOIE S0 E=o DCHE) AHESIEZ RE MBIt PoE-Out ZEZ}
Ol & HiWf DC &AM SE2EE AR YLC
e wating for cable disconnect — PoE Out S 2 & calibr & MEiSH Z20f, AZ|E0|HS 2[5t
AZE HHE HMASHOF gLct.
PoE ZEO| i ALSRES LYW O CHR(E ZFESIH mA[LICH
Current
PoE ZEQ| poE £ MHZ AE CHRIE FHSI0| mA|IRL|CE
Power
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SFP EO| M= SFP/SFP+ REQ| AMEIE ZL|HE

MilaoTilk SwOsS

=lk=1s

TRUE NETWORHKS

AL

+ &t

‘ Logout ‘

‘ Link H SFP H Farwarding H RSTP H Statistics H Errors H VLAN ” WVLANS ” Hosts ” IGMP Groups ” SNMP H ACL H System H Upgrade |

Vendor Mikrotik
Part Number 5-31DLC20D
Revison
Serial 51T31251001985
Date  15-03-20
Type 1310nm single-mode fiber
Status
Temperature 61C
Voltage  3.3156V
Tx Bias 22.9mA
Tx Power -6.543dBm
Rx Power -11.373dBm

Z 2| (Forwarding)

Forwarding

Mo Sof 1g7lss 238

Portl Portz

Forwarding

From Port 1

@

From Port 2

From Port 3

From Port 4

From Port 5

@ & @ @ 8
8 @ &

From SFP

&

Port Lock

Port3

B2 AKX ZEO| i3t port locking, port mirroring, CHEE Kot E2EIA
Aq&LICt 2t ZLEO| i3t Rx(Ingress) CHYZE H|stat =
Egid M2 ACLOA Rate M2 =HEY = 2

A
T

Port4 Port5

]
@
6 & @ &

@ @ @
@

Im

AE
—0a

=2

N

HAE

ME l—l El'.

SFP

6 @ @ § @

Port Lock

Lock On First

Port Mirroring

Mirror Ingress
Mirror Egress

Mirror To &

Bandwidth Limit

Egress Rate | | 250M |

70M 30M

Discard Changes | | Apply A
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=78 a9

Forwarding ZEZIO| EfjTl 328 & /KCketL|Ct

Port Lock Port Lock - SliZ ZEONO MACFA 3HE(MAC learning)2 283t 22 H|&dstgtLct O
SHE 2H35tH MACEAR 52 SHA| 27|10, BRC 2 MACEAE SESoF 2L &5
B AZ HelPt ZE MACER0|Mel =4 =22 7| E L Ct
Lock On First - Port Lockt &7H A &M, HEM=z +LME MACTFATE stgetLth ZEQ|
HENZF HHEmorct 7|88 MACEAE XR7|2tg L CH

Port Mirroring Mirror Ingress - 52 ZEZ S0|Qs e EZfT0| A0 ER ZEZE FESELCL
Mirror Egress — S ZEO|M Lt7t= ZE E2fE0| SAE|Of Bt ZEZE MEEL|CH
Mirror To — Ef2l ZEE X|FTL|CH

Bandwidth Limit = Egress Rate - silY ZEO|AM L7tz E2fTES H|ohe L Ch(bps)

Zt ZE Q1 AQX| HEto| RSTP A1 RLHE 7|52 RSTPHFOA Z0tE = JUSLICE

‘ Link ” SFP H Forwarding || RSTP H Statistics H Errors H VLAN ” VLANs H Hosts H IGMP Groups ” SNMP H ACL H System ” Upgrade ‘

Per Port
Portl Port2 Port3 Port4 Port5 SFP
RSTP
Mode RSTP RSTP RSTP RSTP RSTP RSTP
Role designated root alternate disabled designated disabled
Root Path Cost 4 19
Type edge point-to-point point-to-point edge edge edge
State forwarding forwarding discarding forwarding forwarding forwarding
Discard Changes| | Apply A |
General
Bridge Priority (hex) 9000
Port Cost Mode short v
Root Bridge 1000.64:d1:54:c7:3a:58
Discard Changes| | Apply A |
A
&4 yy
RTSP st ZEO| L3t STP/RSTPZ|s2 A =2 MM gLt



Role

Root Path
Cost

Type

State

Bridge Priority
(hex)

Port Cost
Mode

Root Bridge

TRUE NETWORHKS

29

Silet LEO A STP/RSTP ZEE HA|ITL|CHL(Y7] ME)
RSTP
STP

ZEO| g S EAIHLICLEZ] H8)
root - £E EZ[X|Z &t ZEZM, RE HaX|2te| §4S ZEHLICE
2 gols ZEZAM, root ZEO| HRAsto|n, A0 REEHZ[X[etS &

alternate - £E E2|X
ME Z ISR 5L
backup - FEEE|X|0|N BtOjyetE oot= ZEO|H, BAOl= 4S8 ZRTSHX| Y& LICH(non-

root ZLEO| HH Q)

FEHEZ[X]

i

gote ZEOMNO RE P2 DAES BAIPLICHEI| HY)

edge - BPDUE F4I5HX| @2 A2 =2 O ¢xH, THEH| 0 HAAXO A0{OF SLICHSH7] H8)
point-to-point - ports that operate in full-duplex links, can be part of STP and operate in a
forwarding state Z0|&(full duplex) 22 ZEst0, STPO| &ojgt = U1 ZQE MEfZ ZEFsi=

ZEQUUCHLSZ] HE)

Z} ZEO| HEE HEAIZLLLE&Z] T8)
forwarding - si2 ZE7} EfE ZQ G0 oSt A2, BPDUE F=4I5t0] MACFAE &5t

1 AELHCH
discarding - port does not participate in traffic forwarding and is not learning MAC addresses, is
receiving BPDU SHEZEJF B =0 TOStD /AKX oM, MACFAE SHEstl UX| @

SLICt

JH

£

i

learning - 3iY ZE7} Egj ol o5t AKX @EoLt, MACTAE of5dtd AL CH

FE H2[X| MZE(Root Bridge selection)0f| AF&|= RSTP bridge M+=2lE 16%l+2 A™TYLICL

23 2z0| M2t AFZQZ RSTP ZE AAEE XMl W QL|Ct
short: 10G - 2; 1G - 4; 100M - 10; 10M - 100
long: 10G - 2000; 1G - 20000; 100M - 200000; 10M - 2000000

HEIOM MEE FEEZX MACFLALt SU&RE EAIZLICHLEIZ| H8)
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Statistics, Error = &

Portl

Rate

Rx Rate 1]

Rx Packet Rate o

Tx Rate 1]

Tx Packet Rate o

Rx
Bytes 460272502
Total Packets 2877155
Unicasts 200988
Broadcasts 2603412
Multicasts 72755
64 160874
65-127 2145476
128-255 37092
256-511 497552
512-1023 36101
1024-1518 60
1519-max ]
Tx

Bytes 485105983
Total Packeis 3368062
Unicast Packets 766764
Broadcasis 2551823
Multicasts 48475
64 711989
65-127 2068282
128-255 67887
256-511 516006
512-1023 1504
1024-1518 1954

1519-max (1]

Portl
Rx
Pauses 0
Total Errors 0
FCS Errors 0
Align Errers [
Runts 0
Fragments 0O
Tooleng 0
Overflows 0
Tx

Pauses 0

Total Errors 0
Underruns 0
Tooleng 0

Collisions 0
Excessive Collisions 0
Multiple Collisions 0
Single Collisions 0
Excessive Deferred 0
Deferred 0

Late Collisions 0

Port2

464168684

1642

446676827

2921848

245919

2604200

71729

274205

2111608

=l

1173481

1066

22

28

1240

28

Portd

=l

=]

SFP

TRUE NETWORHKS
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VLAN

VLANE 2 ZEO0| Cfst VIANE™EES Mgt

Portl Port2 Port3 Portd Port5 SFpP
Ingress
VLAN = = — = : . — R . - — h
Mode optional enabled strict = strict = strict = strict =
VLAN = . = i = ” - e ([ - a :
Receive any > | |only tagged % | |only untagged > | | only untagged - | | only untagged | |any
Default . = - = r .
VLAN 1 1 200 300 400 1
el | . . . J . . J .
Force
VLAN
ID
Egress
vLAN leawv € i — | P & s — | ve ac is — € i — leaw 5 i — | r € is —
Header eave as is . £ave as is - Eave as is - Eeave as is - eave as is . eave as is -
Discard Changes | | Appiy A
54 4
VLAN Mode Rx(Ingress) ZEO| Cist VIAN ZEQIL|C},
disabled - VLAN H|O|22 AMESIXA| @& LICH EfOE TyZAO|A VLAN EfOE FA[TL|CE
optional - VLAN H|O|£0{ @l= VLAN ID & 7t I{ZI2 VLAN Ef27} Q= ANH
Me| gyt
enabled - VLAN H|0| 20| = VLAN ID & 7} T2l H|7|EL|CE VLAN Ej7} 8i=
I§ 22 Default VLAN ID 2 EfZEl DI 2 ZtFTHL|Ct
strict — enable @t Z 2L}, QIHIRE QIEHHO|AS| VIAN A™ L =QIgtL|Ct(VLAN
EHO|20A siE VLAN ID 7} &8{QUX| 2o™ mizlg H 7|)
VLAN Receive Rx(Ingress) ZEO| CHot Tzl &M YL|Ct.
Any - 82 ZEOA VLAN ID EfO S50 A o] f=AlghL|ct
Only tagged — VLAN Ef 2 &l I{ZITHS S=AlgtL|Ct
Only untagged — VLAN Ef1 Ql= m§ZIoHS =4lgfL|Ct
Default VLAN ID A E IfZ10| EfAE|X| LAFHLE Defaut VLAN ID 2 EfZE A0 25 O] VLAN
IDE EfZEHeR XNa|gL|Ch £ S4 EzfEo|A EfZE I3l S0|A Default VLAN
ID 9} YX|gl= Ej2E M AHEL|CE VLAN Ej1&= VLAN Header SMO| ‘add if
missing’ 22 L0 AUS Z0|TH FItELCH
Force VLAN ID =4 7S VLAN ID Ef3 |70 A 10| Default VLAN ID 2 X3+ VLAN ID &
Ej gLt
VLAN Header leave as is — VLAN 8|7t Qe A0 HASX| A& L




always strip - VLAN 8|47} Q1= 4R00=

add if missing — VLAN 3{|C{7} Ql&
VLAN ID 7t EL|LC})

A SwOS 2.12 HEO| CSS106 A|2|= AKX =
KtEtstL|C(VLAN Mode?} enabled &2
anyZ2 H¥st= A2 ATTLC

o
—

3

ZEO VLAN ZEZ
strict ) SwOS 2.130| M= E

TRUE NETWORHKS

nx

é

Cf.
L|ICL(VLAN ID = %=

-
o
At
0= Foret Al ZEO| Default

| 2

st
o=

=

g%t
g3

Sl RSTP BPDU IfZlS
L E 9| VLAN ReceiveE

o

(D VLAN ModeZ enable 2 stricts H¥ste A0 A/K2o| YLK %2 E2fE F2S It
O VLAN HIO|E0|A VLAN ID 12 X|dl{oF TtL|C}.

VLANs ®2 IEEE 802.1Q B2 E 7t% mj2lof it & E2 A[E UL O] HO[Z0= §73

VLAN IDE 5tLt O|¢el ZEE 7t OAF0 oj&st=E gL(Ct VLIAN EfE 7T mjZl2 Of H|O|

20N 2EE StLt o|de] ZEE &510f ARXE AMZID, FHX| MAC Z2|(lookup)E &35t

sS4 ZEES ZAFEYLICL VLAN HIO|20= Z[Cf 250712 &=& X|EE &= USLICL

[ Link ||W|| Forwarding || RSTP | Statistics || Emors | vLAN || VLANs || Hosts || 1GMP Groups || SNMP |

H” System ” Upgrade |

VLAN ID VL IGMP Snooping Portl Port2 Port3 Port4 Port5 SFP
not a member w add if missing v always strip W not a member v not a member v not a member v |H| | Inser‘t|
not a member w add if missing v not a member W always strip v not a member v not a member v | Cut| | Inser‘t|
not a member W leave as is W leave as is W leave as is W leave as is W leave as is W |a| | Inser‘t|
|Append| | Sor‘t| | Discard Changes | |~‘.|.'|.'I-. All |
&4 4y
VLAN ID ZEO &Y VLAN ID ¥ Ct
IVL Independent VLAN Learning(lVL)2 &4 =2 H|&y ghL|Cth
1S VIAN O A IGMP 25T O|R & MESILICE O] S EY3tEH A9K= IGMP
IGMP Snooping Join ¥ IGMP Leave HIA|X|E 8T VLAN Of|A =415t0, siE HIAIX|E ST
(yes | no; 7|&3%}: no) ZEZO HEPPHAE ERfLg MESLCH O FME H&Est ZR0= HEF|2AE
EgjEg 2E ZEZ ME(flooding)BfLCh.
Z} ZE= Zf VIAN IDOf Cieh 7HE VLAN 8|5 S8& ZtELICE O] Ho|E20A =27t
Ports O|R0{X|= B, VIAN 2E0 et jzlel SHS%0| o FHof ek X2| gLk

:‘O O
= T

VLAN B2l Egress & AL c,



-

,‘::,‘f," TRUE NETWORKS
VLAN T8 oI
E™3 9 WMA EE(Trunk and Access Ports)
tagged —
— VLAN200 tagged —
—————— VLAN300 ’7 tagged —
—_—e VLAN40O
- === untagged ---E % E--- untagged - --
1. System E10{A{ ‘Independent VLAN Lookup’ (22 Independent VLAN Learning)2 &43}etL|Ct,
MikroTik SwOS ‘ Logout

| Link H SFP ” Forwarding ” RSTP ” Statistics ” Errors ” VLAN ” V0LANS ” Hosts ” IGMP Groups H SNMP ” ACL § System IUpglade |

General

Address Acquisition | DHCP with fallback v |

Static IP Address  |192.168.88.1 |

Identity | MikroTik |

Allow From | |

Allow From Ports MMM EsEsrP

Allow From VLAN I:l

Watchdog

Independent VLAN Lookup

2. VLANs ®HO|AM VLAN &52 FI46tL, B ZE
MilroTik SwOS

i

X’ gsta g Mgk

| Logout |
| Link ”m| Forwarding || RSTP || Statistics || Errors || VLAM I VLANs I Hosts || IGMP Groups || SNMP || ACL || System || Upgrade |
VLAN ID IVL | IGMP Snooping Portl Port2 Port3 Portd Port5 SFP
D | not a member v | | leave as is v | | leave as is A | | not a member v | | not a member v | | not a member v | |a| |E|
D | not a member v | | leave as is e | | not a member v | | leave as is e | | not a member v | | not a member v | |a| |E|
D | not @ member v | | leave as is A4 | | not a member v | | not @ member v | | leave as is v | | not a member v | |a| |m|

| Append | | Sort| | Discard Changes| | Apply All |

3. VLAN B0 HMAZEE 2 (untagged) AHEE EZE &= Default VLAN ID 2= EH0| untag® VLAN

H =

IDE X|73t1, VLAN Receive &=0| SHE HFUS MEYLCLEZIZER Port2& only




-

,"‘:,‘f," TRUE NETWORHKS

tagged, A2 2l Port3~Port52 only untaggedE &) 2|10 HA|SH VIANTF ZEZ S
O] O|RO{X|EE T 1 1517] /510 VLAN ModeZ strictS & EtL|C}.
MikroTik SwOS Logout |

| Link | SFP | Forwarding ” RSTP ” Statistics ” Errors §| VLAN VL0LANSs ” Hosts ” IGMP Groups ” SNMP ” ACL ” System ” Upgrade |

Portl Port2 Port3 Port4 Port5 SFP
Ingress
VLAN Mode | optional v | [stricc v [stricc v [strict  v| [stricc | [ optional v |

VLAN Receive | any L% | | only tagged ~ | | only untagged v | | only untagged v | | only untagged | | any ~ |
oetautt van 0 o L

Force VLANID [ | O O O O O
Egress

VLAN Header :Ieave as is w leave as is v: leave as is w leave as is w :Iea\.re as is w | | leave as is i |

| Discard Changes| | Apply All |

A SwOS 2.12 H{F2| CSS106 Al2|= A%|X|= ZEO| VLAN EHZS &d3t SH RSTP BPDU 7S
KFEFSEL|CH(VLAN Mode?t enabled &2 strict? [ff) SwOS 2.130 A= E&3 EZEQ| VLAN ReceiveE
any2 dd%t= A2 A LLCL

E™d3 9 510|BE2|E EZE(Trunk and Hybrid Ports)

tagged —
VLAN200 tagged —
VLAN300 tagged —
VLAN400

b

-- untagged -

— tagged g

tagged
tagged tagged
— tagged t---.untagged --

— tagged 1

--untagged ----------

1. System ®10{|A{ ‘Independent VLAN Lookup’ (32 Independent VLAN Learning)2 &/d%tetL|Ct.

MikroTik SwOS | Logout
Link SFP | Forwarding ” RSTP ” Statistics ” Errors ” VLAN ” VLANs H Hosts ” IGMP Groups ” SNMP H ACL l System |' Upgrade |
General

Address Acquisition | DHCP with fallback v |

Static IP Address 192.168.88.1
Identity MikroTik

Allow From Ports [ 1[0 2=+ 5 s

Allow From VLAN

"l

Watchdog

[ Independent VLAN Lookup

(<]
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2. VLANs BO|AM VIAN =2 F7tst, B ZEE X|dstd VL2 N3 gL Ct
MikroTilk SwOS

oo
|WH sFp || Port Isolation || LaG H Forwarding || RSTP H Stats || Errors || Hist H vuxNI VLANs IHosls || 1GMP || SNMP || ACL H System || Upgrade |

[VLAN ID Name Port Isolation Learning Mirror IGMP Snooping Members

200 ]| | | o 0O 0O800088E0P0000000000000000  [cut] [mset|
o0 ] | | o O 0800088E0H0000000000000000  [cut) [mser|
00 ]| | | o O 0800088B0H0000000000000000  [cut) [mset]

[ Append | sort | piscara changes [ 4oy 1]
3..VLAN 0| 3I0|EZ2|E ZEZ AFE8Y ZE& Default VLAN ID 220 untag® VLAN IDE
X3t , VLAN Receive &=0| SHE d-US ML CHEZIZEQ Port2= only tagged, St

M
g4

O|EZ|E ZECQI Port3~Port52 anyE 41E8H) 2|11 HA[gH VLANTE ZEZ E410| O[ROX[EE

.
ZEESH7| 21810 VLAN ModeZ strictE A erL|Ct
MikroTik SwOS | Logout |
| Link ” SFP ” Forwarding ” RSTP ” Statistics ” Errors | VLAN VL0LANS ” Hosts ” IGMP Groups ” SNMP ” ACL ” System ” Upgrade |
Portl Port2 Port3 Portd Port5 SFP
Ingress
VLAN Mode | optional v | | strict v | | strict v | | strict v | | strict v | | optional v |
VLAN Receive | any e | | only tagged e | | any e | | any e | | any e | | any e |
Default VLAN 1D L] 300 a00
Force VLANID [ ] 0O O O O O
Egress
VLAN Header leave as is e leave as is V: leave as is e leave as is V: leave as is e | | leave as is ~ |

| Discard Changes | | Apply All |

A SwOS 2.12 {9 CSS106 Al2|= AKX ZEO VIAN ZEHES 243} 5tH RSTP BPDU If 7S
KFEHSEL|CH(VLAN Mode?t enabled &2 stricte ) SwOS 2.130Al= EE3 EEQ| VLAN ReceiveE=
anyZ2 A= A2 ATTLIC

THLIX|HE AN 2

O oMol AQX| OjLIXIHEZS 2810 VLAN200S DHEL X} $HL|CH MOl 7|2 ZXt= oA
Aot EYI A HMA ZEO[ 1~37HK[QF EELCE 04 |Of 4RHRY THAZ A, System E{OfA] OfX]|
LIHE VLAN IDE 23Ut 482 H8%t 0|7, 29X|= EH3 ZEXR9| VLAN 20022 Ef1
=l mjZlat VLAN2002| M A EE(Port3)0lAl E0{2 TZI0)3 SEHetL|Ct,

MikroTik SwOS

| Logout

| Hosts ” IGMP Groups ” SNMP ” ACLl System IUpgrade |

| Link || SFP ” Forwarding H RSTP || Statistics || Errors ” VLAN ” VLANS

General

Address Acquisition | DHCP with fallback v |

Static IP Address 192.168.88.1
Identity MikroTik

B B
Allow From Ports [ 12333« s MsrP

[ Allow From VLAN | 200 |]




A EEEEEEEEEEEEE————————————————————————

D> TRUE NETWORHKS
o
A VNG| 81271 HSIX| 2 901 dIUIES VUANE WA BP0l 2eikzel uixas
M40l 25T 4 USLCL 2% N8 Mo SYYSLS HEA WSk, UK HE HE0| 27ts

=]
g R0 2K E x7|2510 HALIAZ AQXE =SS AIL.

SH(dynamic) 2 2 S| AL, FH¥(stati)2 2 X|HE MACEAE H EEOﬂ E'H%iF o
5

=
== BEOFUL 38 d52 AS22 FIEH, 0|8 o
E

= Skt

=/ [=]

ZEOAM T{ZIS $£AISHH THZIO] AA MAC FAL} IfZIS $AIS HEE A E1|0IE<>1| 7+t

oZ 0ol £EY 58X MAC $ 2 Ij2l0] 20 If = ZEZ mjZZ ™Yo St=X| & +
SLICt CHA MAC F4A7F = HolE0| giloM Q1290 RE TEZ Ij7lS MYSHLLCH =X
% H

=
= 5=2| EFYOrZ(time out)% IXBR, 5E7F HEE2 20| BiCHE A5 = AH L Ch

[ (D CSS106 Al2|=& Z[Cf 2048712 SAE HIO|lE2 @52 X[TL|Ct ]
Port MAC VLAN ID
Portl 64:d1:54:c4:02:92

Portl cc:2d:el:ed4:b3:38

Portl cc:2d:el:ed4:b3:38 200
Portl cc:2d:el:ed4:b3:38 300
Portl cc:2d:el:ed:b3:3a

Portl ed:Bd:Bc:73:6f:ef

Port2 cc:2d:el:ed:b3:3cC 100
Portd 6c:3b:6b:7b:f9:07 400

57 a9

Ports Hz0| HaE mEQ7| HE)

MAC a5t MAC FA(87] T8)

VLAN ID Stk VLAN ID(S7] M 8)

Y SAE =2 7|12 22 MACFLE 71T 38 22E 50| /g 20 2AAS oo
LICE 88 =AE g52 FMHe2 ® 7K F/HHQ 7|58 €8% + USLICh



A EEEEEEEEEEEEE————————————————————————

S
’ ‘, ¢ TRUE NETWORHKS
SV
Portli  Port2 Port3  Portd  PortS SFP  MAC W™ brop  mirror
. | Insert
& [00:01:29:ff:1d:cc | [ | -
' aut
| Insert
& [00:0¢:42:70:11:96 | [200 | & —
at
| Insert
& & i = & & [trer-tecerer-te | [1 | = —
at
| Appena | | sort| | Discara cnanges | | 2oy a1
24 y
Ports mjzlol MEE ZE
MAC MAC T2
VLAN ID VLAN ID
Drop EFZENAM EF MAC FAE 717 W22 Ktet = JASLCH
Mirror Zl2 SASHY 012 Efez X|Eet ZER MEeL Tt
IGMP 1&
=
HEIFHAE AE-Z HMOstD HE[FHAE E2{Y S (multicast flooding) & X|St= 7|52 2, SWOS

25 HEWMEEH FHEJASLICE O 7|52 System

[ Link ” SFP H Forwarding ” RSTP ” Statistics ” Errars ” VLAN ” VLANs ” Hosts H IGMP Groups ” SNMP ” ACL Hm|m‘

HoOlM 2d/nEd g & AU

General

Address Acquisition DHCP with fallback

Static IP Address

Identity

Allow From

Allow From Ports

Allow From VLAN

Watchdog

Independent VLAN Lookup

192.168.88.1 |

MikroTik |

G.:08:08:08.8:0sr

IGMP Snooping




A EEEEEEEEEEEEE————————————————————————

,‘":,‘f," TRUE NETWORHS

IGMP Groups® 0| A IGMP A= 0f Cjgt oS =ole = UASLCL

| Link H SFP H Forwarding ” RSTP ” Statistics ” Errars ” WVLAN ” WLANSs ” Hosts || IGMP Groups

| SNMP ” ACL ” System |

| Upgrade |
Group Address VLAN Member Ports
229.1.1.2 Part3 Ports

IGMP A5EEZ E7 VLANOA B =23t of = QU&L|Ct

| Link ” SFP ” Forwarding H RSTP H Statistics ” Errors ” VLAN || VLANs “ Hosts ” IGMP Groups ” SNMP ” ACL H System ” Upgrade |

VLANID IVL IGMP Snooping Portl Port2 Port3 Port4 Port5 SFP
not a member add if missing always strip v not a member v always strip v not a member | Cut | | Insert|
not a member add if missing not a member always strip v not a member ¥ not a member | Cut | | Insert|

|Append ‘ |£| | Discard Changes | | Apply All |

SNMP

SWOSO| A= SNMP v11} v2c(GetRequest, GetNextRequest, GetBulkRequest)= X|- St IF-MIB,
SNMPv2-MIB, BRIDGE-MIB, MIKROTIK-MIB(SFP & A, PoE-Out, A|AE AEf 2HE)S AHETEL|CE,
SNMP ER(trap)dt SNMPE &%t SwOS A gL HAE 2 X|{SHXA| &Lt
Ct2at 22 SNMP HIO|HE =olg &= USLICH

N ES =~

- AAE HEH (uptime)

- XE FH &4

. BAE HO|E HE

Enabled &=

Community ||:|L|tl|i|: |

Contact Info | |
Location | |
oty Al
& A
Enabled SNMP AMH|AE =g /H|=d Bt C},

Community = SNMP & L|E|(community) O|&

Contact Info | NMS O EA|Z H2tH At



A EEEEEEEEEEEEE————————————————————————

,“’:,‘f," TRUE NETWORKS
44 %
Location NMS Off EAIZ !XHE

ACLEO| = EZ2H 02| AE (Access Control List) & MA™E 4= ASLCL
HIMOZ|AEE &8I0 23445 T2EE S|HE 7|He =, WIIEHY, XYL, VLAN EfZO| 7}
setLCt 2t HZHO0E|AE & ZZ(condition)dt =710 siEHsl= A0 FE MM (action)2

2 #dEHct

From: [ }1 & 201304 )sIspp E L&KDI ,IEt,
MAC Src: MAC Dst: | | Ethertype: | hex
VLAN: present = VLAN ID: 200 ] Priority: | |
1P Sre: 1P Dst: | | protocol: | | pscp:|
MRedirect o 11 12 1384 s Ispp I Mirror Rate: »_ Set VLAN ID: 7’ Priority: 4}
From: &1 & & 384 &s& s Qear Cut‘ Insert
MAC Src: . MAC Dst: \ff:ff:ff:ff:ff:ff \ Ethertype: . l hex
VLAN: | any - VLANID: | | Priority: | |
1P Src: 1P Dst: | | Protocol: | osce:[
JRedirectTo 11120 130 14l Is[ Jspp [ IMirror Rate: ‘_SM ‘ Set VLAN ID: | ’ Priority: }

| 1 - ”’ Ak s A
Appa\d} \Dmrdqus.i Apply Al

Z= OhetH E

%4 4
From ojZlo] E0+= ZE
MAC Src Z4HX| MAC A2} OrAH (mask)
MAC Dst E=XMX| MAC =22} OFA T (mask)
Ethertype Ol Yl =2f (Ethernet frame)2| H|O|2 = (payload)2 E0{JU= ZZES
VLAN VLAN 3
-any
-present
-not present
VLAN ID VLAN EHZ ID



I/I

TRUE NETWORHKS

& e

%M AE
Priority VLAN Eid @M=
IP Src (IP/netmask:port) = ZE2X| IPv4 T2} WOtAT(netmask), 2|1 ZE BT
IP Dst (IP/netmask:port) ==& X| IPv4 FAQF WOtAT(netmask), 2|1 ZE BT
Protocol (&5 p Z2ES
DSCP IP DSCP Z L

o4 mtato e

! adY
Redirect To ozl XEo ZEE ME
Mirror 7S SASHY X783 O3 Bt ZEZ &
Rate Y= A2t (bps)
Drop i EAR=T

Set VLAN ID VLAN Ef7} U2 42, VLAN Ei1 IDE u X

Priority VLAN Ef7b QA

njo

A2 VLAN Ef1 @M229/E mX

u

MEd U xdX|
CSS106 AlZ|=& SwOS HRUO{ 7t &A=l A0 =
FRSHNM ResetHES == £
H

= =2{= Lt
HHQ! HO{2 HEEIE|™H 192.168.88.1(2 2 DHCP

=
=
wOSE AX[gL| L.



