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SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS

RouterOS/SwOS
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FLICt.

PoE-in A&

ether1, Passive PoE

ether1, Passive PoE

ether1, 802.3af/at

ether1, 802.3af/at

ether1-ether14,
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PoE-out X|
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ether1 -
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MilaroTik SwOS | Logaut

Loading...

@ © Authentication Required

http://192.168.88.1 is requesting
your username and password.
The site says: “CSS326-24G-2S+"

User Name: | admin|

Password:

Cancel OK

SWOS 7|2 |IP FTAE 192.168.88.1, AF2X} 0|2 adminO|O{ H|Y
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68.88.1)5 Y =otH =10 2HO| LtEFELCH

HL O DHCPAMHZL /e =t

=& gL

I_

® WinBoxs ZZIHO0|A MikroTik neighbor discovery Z2EEZES

MBS & ol O CHAF LLDPE X|QUSFR| d&L|Ct.

(k=]

0|got0] AIKIQ| PFAS

QIE{H| 0|2 L

SwOS 2IHHO|A Hlws X ZHO| M2t ofg ez &Lt

CHE2 SwOSOA &M= =+ A= Hw UL

Link, PoE, SFP, Port Isolation, LAG, Forwarding, RSTP, Stats, Errors, Hist, VLAN, VLANs, Hosts, IGMP,

SNMP, ACL, System, Health and Upgrade.
SwOs 28E0AM & &= A= HE gt 28

Append - Q| 2|AEQ| OtX|Tof| MER =2 FItetL Ct
Apply All - ¥ At&E XLt

Boot RouterOS — EX|E 2tREOSE FErL|C}

Cut - SF0|M =S HAHELIC

Clear - &=9| £d2 HHA™TLICE

Discard Change - MEE|X| @2 4= MASLIC
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Insert - S50 A &=& F7refLCh

Sort - VLAN-IDE 2 VLAN H|O|EE€ ™MESIL, MAC FTAHEHE SAE HOIEES MESLLCE
7

= I
Change Password- £2%|X[|Q| H|ZHDE HZATIL|C}
Logout - 6“(H IX[0| M =Z0F2TLCt
Reboot - 22|X|E MEE LTt
X

Reset Configuration - 74

Choose File - @18|0|E = S OIS HOMELCE

Upgrade - 1ot M-S ALESIO Af(X|Q| HYOE Y12 0[=LCt

Download & Upgrade - Ats22 HAO ChzE 3 YA O0|EE AlxstH, & EZfNE 4Y
St= PC7F QAE{SIO| HMAT 5= QAOJOF LT

=
Restore Backup - ME{oh @ mMAS AFESHH AQK|E F@SLCH
.|

= =
Save Backup - 22|X|0f| A S mAS Hd A CHREESLCE

)

/@CRSSXX AMEI= 29X ZEEE L2 07 el, OHE ZEol A2 HX|
gl o

- CRS326-24G-2S+ 3 (CSS326-24G-2S++= SwOS v2.0 0|4t X| ¢

- CRS317-1G-165++ SwOS v2.3 0|4 X|&l

- CRS328-24P-4S+ 3! CRS328-4C-20S-4S++= SwOS v2.7 O|& X| &

CRS305-1G-4S+ 5! CRS309-1G-8S++ SwOS v2.8 0|4 X|&l
- CRS312-4C+8XG A CRS326-24S+2Q++ SwOS v2.10 O|4 X|¥
- CRS318-16P-2S+ % CRS318-1Fi-15Fr-2S= SwOS v2.10 O] X| &l

mot

\ - CRS354-48G-4S+2Q+ S CRS354-48P-45+2Q = SwOS v2.13 O|AF x| & /
A| AE

—_ = O
- 290K MFo| Wy U =9

O SwOSe ZIohst 2 8|E5 S AFESIY TCP/IP EAES EXSIH, TI1ZI0] E0{2 IP ¥ MAC F
A9t SLUSH FAZ SETLICE M2t 7|2 HO|E 0
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General

Address Acquisition

Static IP Address

DHCP with fallback

192.168.88.1

Identity
Mowrom [ ]
AlowFromPorts DEOGOGOOOOOGOOOOOOOOOOGOGOG0O
Alow Fromwvian ||
Watchdog [
Independent VLAN Lookup
1GMP Snooping
Mikrotik Discovery Protocol [0
MAC Address  64:d1:54:c7:3a:58
Serial Number ~ 763C076756AE
Board Name  CRS326-24G-25+
Uptime  00:08:17
=9 249
Address Acquisition | IP F&4& 25 ##g X|-gLC

MHIOiSIH I P T S AFESIO] AKX O HMAY = JUFLICH
e static- 1 IP =& o2 MHETLCH

e DHCPonly - 2%|X|= DHCP 22I0|AEDIS AE5I0] FAE =2 SELLY.

Static IP Address

Address Acquisition £430| DHCP with fallback =& static 22 HYE[0 AUS I AHEE
%3 1p YLt

Identity 2A2|X| 0]E(Mikrotik Neighbor Discovery protocol O Al AtE)
Allow From 2 QX0 HMAT 5= Ues 1P FAYLICEH 7272 '0.0.0.0/0' (M2 S) & LICE
Allow From Ports | 2%[X[0f] HNAT = U= 2X[Q ZE SEYLICL
Allow From VLAN | 22| X[0f HANAE 4= = VLAN ID YLICE HA VIANs X VLAN HO|X|E 4d3s{oF SfLCt.
Watchdog MNAE /XSS 293t e HZ2datetLCh @F AE) U8 Al AQX[Q| CPUE 2(MELICL
Independent VLAN | T{Zl ZIE S s =AE HO|E0|A independent VLIAN Z£32|E &8zt L& H[ZM31etL|Ct
Lookup
IGMP Snooping IGMP AFHE 23t £ HjgdatatL|ct
IGMP Fast Leave | 2%|X| ZEO|A IGMP fast leave 7|52 &4zt E= HZdatgtL/Ct 0] £42 IGMP AFHO|

2gstE 420 AL

Mikrotik Discovery

Protocol

Mikrotik Neighbor Discovery Z2EEE2 23t £ H[Zd3etL|Ct

MAC Address

AQX[C] MAC F

Serial Number

2K 2|2

Board Name

A9IKl0| REQ7| M)

Uptime

A 2K ZtSAIZHE 7| HE)

Temperature

CPU 2EE N 252 BEAYLLCHHZ| ©8&, CSS326-24G-2S+, CRS326-24G-2S+, CRS305-1G-
4S+, CRS309- 1G-8S+, CRS318-1Fi-15Fr-2S ZEIE s} E).
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DHCP 3! PPPoE A%H

DHCP & PPPoE Snooping

Trusted Ports [+

Add Information Option (o]

%74 49
Trusted Ports | ME4SH LE SO CHSIO] DHCP = PPPoE MHIZ7} RFE FYEHE H3Y = AT HELLIC
2dotstH O] LEE &9 DHCP 220/ E IS DHCP MHZE TEE £+ UA&LCH
F=2 ATho| gle= MHB{7E 8lo] EX[et S/715)7F ALEXAMO|AH 22X E DHCP 83E&2 o4d JEE
H3ote A2 MEst=0 AF8EH, YHHoZ MMA LE=AEAEH|7E HEE= &) Trusted
Ports'2 FJ&|X| @fELC
DHCP Option-82 &

St 2150| st S2to|UEI HAE EZEE Trusted Ports'0f Z=7tH|Of
od.

AO{OF tH, DHKX| 2™ DHCP THZAO| AKX E L Ct.
2

Add DHCP &M-82 MEE A2 E= AMESHA| Y2 d™etL|CH =M3I5IH 'Trusted Ports' 2
Information | M E[X] &2 ZEO|A $=4AIE DHCP I{Zl0| CHS] Option-82 & E(Agent Remote ID 2t Circuit ID)7t
Option F7HELICE Option-82 XA DHCP AH{Q} 2 ALESHY 1P F=AE St HHMZ :rlas‘ =

AUELICE Agent Remote ID 2] E%, SWOS = DHCP Z2i0|HAETI HZE QIHI|O|A O|F
AHEBILICE  Circuit ID 2] 22, SWOS & SwOS &X[9| ID, LEXMo=Z AMgEl= ZE ID '34 VLAN
IDE AT LICE 0E 09 Agent Remote ID - ZE 1 Agent Circuit ID - MikroTik eth 0/1:100

Tl AO O
ojAfle S =iy

Password Change

Old Password | |

New Password | |

Confirm Password | |

| Change Password

Backup

Backup to Restore Browse... Nofile selected.

Restore Backup | | Save Backup | | Reset Configuration |
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2l3
23 HoMe 4 QHEOolA AME Fdstn &3 MElE 2L HEY &= ASLICH

MikroTik SwOS | Login|

|W|[ﬁ[ SFP Status ” Port Isolation ”ﬁ[ Forwarding H RSTP H Stats H Errors H Hist. H VLAN H VLANS ” Static Hosts H Hosts H SNMP ”F” System H Upgrade ]

mjo
oM

Enabled Name Link Status Auto Negotiation Speed Full Duplex Flow Control
Portl link on 16 yes
Port2 link on 16 yes
Port3 link on 16 yes
Porta no link no
Ports link on 100M yes
Port6 link on ) 1M
Port7 no link no
Ports no link no
Porto link on 16 yes

54 e
Enabled ZE 293 £= HEYs)
Name ZE O|5HE 7s)
Link Status oA 3 HEf(R7] ©8)
Auto Negotiation | AtS & A8 E= AL o &
Speed ZEQ| £& X|H(Auto Negotiation 2 H|Z3}sloF &
Full Duplex ZEQO| REHA REE X|HELCHAuto Negotiation & H| &4 3tslof &t
Flow control Tx/Rx | 802.3x S5 MO &d3t & HZESHCRS354 RHOM= AT 5= 818)

@ ZE|CH 10218HI0|ES| ME =Y

o

K@ SwOsOl M= MTUE 322 RE + Y&H

PoE

PoE-outs A|&3t= A0z R 7HX| 9 41t Pok-out TR/, FY S €2 ZLHT 7[50|

LICh
MilaroTilt SWOS | Logout
WHE”?" Port Isolation ”E” Forwarding H RSTP H Stats H Errors ”ml VLAN ” VLANs H Hosts H IGMP H SNMP HE" System H Health ” Upgrade l
PoE Out PoE Priority Voltage Level PoE Status PoE Current PoE Voltage PoE Power

Portl auto v 1w auto v waiting for load

Port2 auto v z auto v short circuit

Port3 auto ™ z auto v powered on 123maA 52.5V 6.4W

Port4 auto v z auto v powered on 353mA 52.1v 18.3W

Ports auto v 5w auto v waiting for load
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e o9
PoE Out | PoE-Out #EHE EA[ZL|CL
e auto- EEJI ZEO MAS 3L = A=A Al HIALLCH MAS S5t 3kQ ~
26.5kQ HL|o| XM&o| RU0{0F TL|CE.
e on- HYUASE OF MIAE st Matdt ZX| H7t MAELC w2t FA| o|HuUlE S5+
TR0l =&t
o off- O] ZEO| CiSI XS St MHASSHF HXE B2, MY St EELH O
PoE PoE ?41 &%= PoE £38 ZEQ| 2L E XYM, ZE ZEO|AMQ| PoE £32| 20| PoE £ &%H0]
Priority | TE2stH M =27 71Y 2 QHIfo|Ao| Mo HA HELCH
UL MY =2 ZEE= 1, JHE R2 ZEE g ULICL RUERTF 22 ZET 2 O|4Y ER
ZE HD 7 71 EHE ZEJL HOF 22 U E ZHEHLULCEL O E S0, ether2 2F ether3 2 M &=2|7t
2o, MHEIIL AR E SN ether3 2 PoE-Out O] 74 & LIC}
ZE 24 22 Q) M0 HM JUs 42 6 XR0OICt ZEOM MAS A = JSX| MAZLICL
Voltage | PoE-out ZEQ| MUS =822 HMatd &= s 7|sYLCH MY ZEE T = U= PSEZL HEEH
Level | 7|B(CRS328-24P-4S+RM, netPower 16P, CRS354-48P-4S+2Q+RM)O ATt AFEE == UEL|CE
PoE ZLEO| X PoE-Out &EHE EA|RLICH
Status
e powered on - ZEO| HM0| 3FE|D PoE-Out O] HAHO=Z ZEotL|Ct
e waiting for load - ZEO| TYES 35 = U=X| X gLCL HASE 33t H 3kQ ~ 26.5kQ
Helol Xgo| A0{oF gLt
e short circuit - PoE-Out ZEO|A| TH2to| ZX|z[0f ™R0| JAF LI
e overload - PoE-Out & X|$H0| Z=1tE|0f, PoE-Out ZEO|N HYO| AR LICH ZEY MFRE
XMotol| CHof M= 28 23 AYS ERSHYAIR.
o disabled - ZEO| [t ZE AX|7|5 U ™RO| HFL|CH
e voltage too low — PoE-out 22 H|33dt= TMYCZE pD O MAS IFE 4= USLIC
e current too low — HZAE EHX|7I L poE-Out HA|ELCH HE G2 ME(<10mA)E AH|8H=
AE o0|stH, AZE FA7F sas MY0l HF Hot oAl MY 350 27tstt d9Y
7 AGLICEO: Vmin =>30V O|X|2F 24V H3) 52 AZE X7t PoE-out 22 HISE= AELE
Yol =2 F HE MRAZ(ME S0 =9 DCHY) AHESIEE ZE HFI} PoE-Out ZET}
Ottl & HW DC AA0M S22 ZLR2YLCH
PoE ZEO| WX ALS™HES LU2(YH O CHR(E ZESIH mA|LICH
Current
PoE ZEO| MAUZ SE CRIZ FFESY HEAIZLCH
Voltage
PoE ZEO| poE £ MHZ AE CHRE FHSI0| HAIRLICE
Power

(D Voltage LevelO| "auto"2Z MFE|Of 1
AZAE FX7t nHYR X {SH=

A& LICEH

27380k 2Lt

PoE OutO| "on"S 2 HAHE|0 QoM 7|2Xo=Z2 XNHLO|

4%, PoE £8E ZHE I Voltage Level= "high"2 &
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SFP

SFP R0 M= SFP/SFP+ ZE2| HEIE ZLIH

MilkroTilc SwOS

Y 4 ALt

TRUE NETWORHKS

m“;” Port Isolation "I” Forwarding ” RSTP H Stats H Errors "EH VLAN H VLANS H Hosts H IGMP H SNMP ”H" System H Upgrade l

SFP

‘Logout

Vendor

SFP1  Mikrotik

SFP2 OEM

ZE A2 Hol=2 S8 =
RE ZEE LIE ZEQ ST
o N3 BAIE ZEZ EljLg

Part Number Revison

5+85DLCO3D

SFP-10G-CU1IM AD

MT41124H09501

Date

13-10-10

14-11-26

Type Temperature

850nm multi-
maode fiber soc

1m copper

= X

Voltage

3.274V

d2 5 85tALL HMotetL Lt 7| 2Xes A&
o AE|7F HEE|Of UX| @S M=
4\_ o|¢|_||:|.‘ Cl2e H

Tx Bias

8.812mA

Tx Power Rx Power

-2.187dBm -4.57dBm

R

N Sk
7HA ZE H2|Of|A| 2L

Port Isolation [ LAG H Forwarding H RSTP H Stats ”_ Port Isolation m[ Forwarding H RSTP H Stats ”_ Part Isolation [I” Forwarding ” RSTP H Stats ”_
From Portl From Portl From Portl
From Port2 From Port2 From Port2
From Port3 From Port3 From Port3
From Port4 From Portd From Portd
From Port5 From Port5 From Port5
From Port6 From Port6 From Port6
From Port7? From Port? From Port7
From Port8 From Port8 From Port8
From Porto From Port9 From Port9
From Port10 o Rort10 From Port10
=8 389 EXI7t OHE 80 X | 2 ZEVF HEIAE Mestie M | §Y ZEE OE 2 ZEQ SMg
o Mg + QEE 2¥Y Eat 270 SAE = SR 2¥Y Ha | + =R 2%F0| Ead FRE
UAe AL, Port1~Port57} 7t Q&= B (Private VLANO| 2t 1 = =0 OILXHE ZE) 2o OHE
Port6~Port101 &3t 12| 1 B2 | o), /o] O=MEH Port10] A0 | 38 + UASLICH
o SL10| O|ROIX|X| Gf= ®I2 OfH | Of, LHE ZES2 YYIAE st
g 8¢ = USLICh =20| O|ROX|X| Gi= {2 GHME
8% = ASLH
4 a
@® StLte| MAYAE M Z2 ME SiMotn 7t2E22 EASHE o242 NABAS MEH/HESHK
2 = UG

p
(® (R)STP= Private VLANE ™A Zt SHEA S ELICEH 24 7He| Z2[E A9X| OES UtEEs 82

. Ol= (R)STPZ} BPDUE M2 =AISHX| Ro10 R HAEZ SHA| Rots G271 il = JASLICH
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LAG

Z0f = £ (failover) It F38}2Ak(load balancing)2 I8+0] IEEE 802.3ad(LACP) =3 LAGSE & E(static)
LAGE ALt ZE 5T 2|0 87} =E=Z Z[Of 16712 AES U=+ UL, 24 ZE= IfA
B LACP, HE|E LACP =& FX(static) LAG ZEZ HHY £+ USLICH

MilaroTile SwOS IE\

| Link ||F|| SFP Status || Port Isolation ||E|| Forwarding ” RSTP H Stats || Errors H Hist. || VLAN || VLANs || Static Hosts || Hosts H SNMP || ACL || System || Upgrade |

Mode Group Trunk Partner
Portl passive v
Port2 passive v
Port3 passive w
Port4 passive w
Ports passive w 1 4c:5e:0c:4b:89:5c
Porté passive v 1 4c:5e:0c:4b:89:5¢
Port7 passive w

Port8 passive v

Port9 static  w D 2
Port1o static  w D 2
&4 Hy
Mode (7/Z2Zt: EEO| CHPH LACP IfZl mBRE =2 X AG ZEE A[EEL|Ct:
passive)
Passive: ZEE AMEIE 10, MI{H ZEJL AEIE ACPZEE AFEY ZR0E
LACP & Ar8gfL|C},
Active: é,* hE ZEO| REO| 2A Q0| LACP & AMERLICE
Static ZEE & IAGREZ MFELICL 22 LAGE £ ZE ZEO| Oisty Z2
Group A c3'0| Zagtct
Group HH LAG A&2 X|EgLCt.
Trunk (&7 &&) EEJt £ Group HZE LIEFHL|CH

Partner (&/7/ &) ZEJL LACP 2 S5t B0 ¢E MACF2S LIEFHLICE
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X (Forwarding)

Forwarding B2 AQX| ZEOf CH3t
Hoge 1g7lsg 48e = Us

MilaroTik SwOS

port locking, port mirroring, CHE = Xot EEEI|AE AF
L]

Ct.

togas|
|W||¥” SFP Status || Port Isolation ||F|| Forwarding || RSTP || Stats || Errors ||WH VLAN || VLANS ” Static Hosts || Hosts || SNMP ||FH System ” Upgrade ‘
Port Lock Lock On First Mirror Ingress Mirror Egress Mirror To Storm Rate (%) bi:i‘f:ta;‘t"k"‘“"" Ingress Rate
~ —
pore —
Portd 100 [ ]
Ports 100 ]
Port6 100 [
pora —
pore —
Port10 100 [ ]
54 Tk
Bandwidth Limit | Ingress Rate - sl ZEZ S0{2& EfTE X $HetL|Ch.(bps)
Broadcast Storm Storm Rate (%) - @IAEE0| %LE ST ZEE MEE|s= BEEEIAE IHIAE Kottt
Control Include Unknown Unicast - @A E HO|E0| &50| Q= FLIHAE THAZ AN =
gHCt.
Multicast Flood Flood Unknown Multicast -2425l= 420 X & 29X ZEO| ZEFHAE EfHO| E
Control YL, Hgdlsts 2R0l= ZEIPHAE EfEo] ZH YA &&LLCE Of S482 HIP, IPv4,
IPve, @3 22 HEIFHAE #29((224.0.0.0/24, ff02:1)2 Z&st ZE HEFHAE IH3I0| HEE
L|Ct.
Port Lock Port Lock - SIS ZEOANO| MACFA & (MAC learning)S 283t =2 H|&dstetL|ct O]
S 2HY5IH MACELR SHE5S *le 2700, o2 MACFAE SEloF BLICL &5
2 AE HeTt ZE MACER0|AMQl =4l g |Olg | 7| gLt
Lock On First - Port Lock®t 274 AL, HHMZ +LE MACFARS SSEfL Lt ZEQ|

SEfZ BHEMOICE 7| S & MACFLE $7|S’-f% L},

Port Mirroring Mirror Ingress - 52 ZEZ S0 e EZfT0| SAtE[O ER ZEZE FESELCL
Mirror Egress — S ZEO|A LI7h= 2= E2fE0| A0 BN ZEZE FMEELCH

Mirror To — EtZ ZEE X|d3tL|C}

ZESH Ql(ingress) EfEAOl= X|HE SAXE Xutsts T2l H 7|5t LA R ES517|0,
CF Tt ol TCP 2% A Of(congestion control) HAHLIE0 IS = = UL O|0f m2tM XS Y=
C AME AHBE &= e HYE0| &g = USLICH
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RSTP

2 EE Y AQIX HMEto| RSTP B BUEZY 7|52 RSTPUISOIA £OHE & USLC

| Link || SFP || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist || WVLAN || V0LANS || Hosts || IGMP || SNMP || ACL || System || LUpgrade |

General
Bridge Priority (hex)
Port Cost Mode short
Root Bridge 8000.6c:3b:6b:7b:f9:07
Discard Changes | | Apply All|
Per Port
RSTP Mode Role Root Path Cost Type State
Portl RSTP alternate 19 point-to-point discarding
Port2 RSTP disabled edge forwarding
Port3 RSTP designated edge forwarding
Port4 RSTP designated edge forwarding
Port5 RSTP designated edge forwarding
Porte RSTP root 4 point-to-paint forwarding
Port7 RSTP designated point-to-paint forwarding
Port8 RSTP designated point-to-point forwarding
=4 293

Bridge Priority £E E2Z|X| {1%(Root Bridge selection)0fl AF&%|= RSTP bridge 4 &=2lE 1672 EELICL
(hex)

Mode i EEO|MQ| STP/RSTP REE HA|ZLICH(SZ] H8)

RSTP

STP
Port Cost 23 £20f et XF52Z RSTP ZE ZAEE X[HSI= AL}
Mode short: 40G - 1; 10G - 2; 1G - 4; 100M - 10; 10M - 100

long: 40G - 500; 10G - 2000; 1G - 20000; 100M - 200000; 10M - 2000000

Role LEO Yetg AL CHL(YY] HR)
= E2M, BRE H2X|Tt9| 4=

= Z L}
Stz LEZM, root LEQ| HWAHRLO|H, A0l REEZX|AS] &

o

s
Rl
Hu
0gt
Ot
o rlr
Hl

alternate - £E EHZ|X|2
ME ZGSHR| YELICH
backup - FEEZ|X|0|M Bt S ots ZEO|D, A0z SAS ZYHSHX] YUSLICE(hon-
root LEO| Hi Q)

designated - FEE2|X|0f

A g , S
disabled - STPO|| &0jsIX| s ZEQIL |Er RSTP 7|5 H|ZEHY)
Root Bridge HEQINM MEE FEEZ|X|O] MACEALR}I QAMEQE HEAITLCHEZ] H8)
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&4 gy

Root Path FEEZXE ol ZEOAMS RE 2 ZAEE EAYULL&Y] TE)

Cost

RSTP SiE ZEO| CiSto] STP/RSTP7Z|5E 2 =2 27sHA e

State 2t ZEO| HEE EAIHLICHSY] H8)
forwarding - i ZE7 E2fH ZFJ0f| 05t A2, BPDUE L5810 MACFAE of&0t
—_'I— AAbIL'ltl-
discarding - port does not participate in traffic forwarding and is not learning MAC addresses, is
receiving BPDU SHZ X ETJI Egfdl ZL{Ho]| &Ostn UX| ROM, MACTFAE &St UX| %S
L|Cf
learning - did ZEZ} Eafy ZF0| HOstD UK FOLf, MACFLAE otadtl AGLIL

Type edge - BPDUE FUI8HX| i A2 O &fx|nf, THEFH|of HZAL0 A0foF L CH(S7] TE)

point-to-point - ports that operate in full-duplex links, can be part of STP and operate in a
forwarding state M O0|Z(full duplex)2 2 =tE3st0{, STPO| &ojgt 4= 1 ZQY MEfZ ZHEF5H=
ZTEQL|CHQY| ML)

SH, 2F U S|AE™(Stats, Errors and Histogram)

ol HFSe & %

MilaraoTilkk SwOS | Logout

=

= DAS0| CfS MM HEE ML

— — =]

| Link ||FH SFP Status || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors H Hist. H VLAN || VLANS ” Static Hosts || Hosts || SNMP || ACL || System H Upgrade |

Rx Tx IF::(I(et ;:cket Rx Tx Rx Total Tx Total er Txr Rx Tx Rx i Tx i
Rate Rate Rate Rate Bytes Bytes Packets Packets Unicasts Unicasts Broadcasts Broadcasts Multicasts Multicasts
Portl 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port2 9.13k 0 9 0 126897 484114 1048 4977 7 0 385 1770 648 3207
Port3 0 9.13k 0 9 96698 1338593 1039 5862 0 905 942 1212 a7 3745
Port4 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port5 0 913k 0 9 488862 400381 787 4306 400 5 82 1505 305 2796
Porté 0 9.13k 0 9 21387 238099 168 2260 0 3 9 939 159 1318
Port7 0 0 0 0 371 313 3 4 0 1 1 0 2 3
Port8 0 0 0 0 V] 0 0 0 0 0 0 0 V] V]
Port9 0 5.13k 0 6 26481 332819 206 3607 1 12 30 1057 175 2538
Portlo 0 4 0 3 451453 181667 846 1709 491 2 T2 695 283 101z
MilaroTil SwOS (o]

| Link ||FH SFP Status || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors H Hist. H VLAN || VLANS ” Static Hosts || Hosts || SNMP || ACL || System H Upgrade |

Rx Rx Tx Tx

E:uses ?::rs Eﬁ:rs Jabber ::nts Exmgments ngem.lns I:uses E):ldem.lns gllisions :;‘I'If's'?"fns E;fl‘:fo':‘: E:Ill_ia;;zns -[I;:fen'ed
Portl 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port2 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Port3 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Porta 0O 0 0 0 0 0 0 0 0 0 0 0 0 0
Ports 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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MilaroTilc SwOS
WF“ SFP Status H Port Isolation ]m[ Forwarding H RSTP H Stats H Errors ”W" VLAN H VLANS H Static Hosts H Hosts ” SNMP Hﬁ[ System H Upgrade I

Logout |

64 65-127 128-255 256-511 512-1023 1024-max
Portl O 0 0 0 0 V]
Port2 2263 2638 1203 5 3 o
Port3 2267 2915 1211 26 39 530
Port4 0O o 0 o o o
Port5 2236 1403 1237 9 7 288
Porté 138 1756 616 3 2 o
Port7 3 3 1 0 0 V]
Port8 O o 0 o o V]
Portd 2177 715 983 2 1 o
Portl0 20 1788 475 19 a3 242

© SFP+ QAE{T| 0|20 Ciet SA= SFP+E 37 HOJRMOICH 2= 7[3tE L Ct.

VLAN
VLAN®2 ZEO0| Cfst VLANEEE NSgL ot

MikroTilc SwOS |@|
m[ﬁ“ SFP Status H Port Isolation ]m[ Forwarding H RSTP H Stats H Errors H Hist. H VLAN H VLANs H Static Hosts H Hosts ” SNMP ”HH System H Upgrade ]

VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
Portl optional w any v
Port2 optional w any v
Port3 optional v any v
Port4 enabled w only tagged
Ports enabled w only untagged
Porté enabled w any
Port7 enabled w only untagged
Ports disabled v any v
Port9 disabled w any ~
Port1o disabled any v

%4 493
Default VLAN ID A5t VLAN B2 @1=(VLAN untagged) TfZlE 2783 7|2 VLAN ID(Default VLAN
(&7 1.4095 7|22k 1) ID)2| VLAN 22 HZIL|CE VIAN Efd 2l= E2iZO|Lt VLAN Receive M0| ‘any’ E&
‘only untagged'?l A<L0|2t ME5|M, VLAN EfZE DjZlo= MK ¥&L|Ct Of
ot He YEPE o2 VIAN o dMA ZEES SEHSIALL Tx(egress) ESHZ O M EfZEl
IjZl S0 A Default VLAN ID 2t 2X|St= EfOE M (untag)st=0l &L

Force VLAN ID
(ves [ no, 7|2

Rx(ingress) E2fE 2| VLAN ID Ef1 /50 A 10| Default VLAN ID 2 X|F&3Tt VLAN

Zt no) IDE EfZTLICE VLAN Mode Off O{ SMo0| dFE| JEX HEE L|CH Ttk Default

4\"
o e



VLAN Mode
(disabled | optional |

strict. 7| 224 optional)

VLAN Receive
(any | only tagged | only
untaggea,

7|23} optional)

TRUE NETWORHKS
4%

VLAN ID 7} 1 2 AHFE0 A1, siE ZEOA EfZE EggES 4= 420
Tx(egress) I{Zl2 Ef7t XA E LICH

disabled - VLAN H|O|E22 AESIXA| §USLICH &4 ZEOA VLAN EHZE Tjzl2

H 7| &L C}. VLAN Ef 17} Default VLAN ID Off A& El Z{Dt 21, VLAN Receive SMO|
‘any'2 4™ E 420 VIAN E{OE M7 stn i3l M&eL ot

optional - VLAN ZH &S H|Zd3}etL|Ct VLAN HO|20| 8= VIAN ID & 7%l Tzl2
VLAN Ef7t 9= AMY Ne|guch

H 7| gLt HAMAZES Z20|= Default VLAN ID & X|H50F SHOJOF =41
Ef sk, SAmzlofM ElIE MAY &= A&

strict - VLAN ZHZ S 2d3tstBA, F=ItEel 2HE HALES ML

enabled - VIAN ZHZ S 2d3gtLICh VLAN HO|£0] gl= VLAN D& 7P< ozl
If

@z +=4AAl, VLAN HIO|E0|AM SliY ZET} uH?'Oﬂ Ef1%l VLAN ID 2] A QIQIX|
§°|o+" J"X 2 420= AS H7|) BHAEZES H20|= Default VLAN ID E

) &
BtEAl 2F30F =4 EE S Bk, 4 ESfEoM EfOE MAY + ASLICL

VLAN EfZE =4 Ezfdlof cis EHE SMYLICH

Any - SiiZh ZEO|A VLAN ID Ef RF0f 2tA Qo] s=AlgtL|Ct

Only tagged — VLAN Ef Z &l IfZ2I2tS =ASL|C} ‘Default VLAN ID'= EfL
ZI0)0F MRE|D2 XESIK| USLICH

Only untagged - VLAN Ef1 i+ Df2lI0HE =AlgtL|Ct

Esz
rir

VLANs B2 VIANEZ ZEO| 793 075 YLt

MilaroTilk SwOS

| Logout|

| Link ”?” Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist || VLAN || VLANS || Hosts || IGMP || SNMP || ACL || System || Upgrade |
VLAN ID Port Isolation Learning Mirror IGMP Snooping Members
e [
200 |E| |E|
] [
400 |E| |E|

|Append| |£| | Discard Changes| | Apply Al |

&4 dy

VLAN ID

(& 1.4095 71234 0

Port Isolation

(yes | no; 7|=2k: yes)

ZEO gEe VLAN ID Lt

Port Isolation EHOA MYt ZEZAHZ|IE of|T VIAN O HEEX| MEHBtL|Ct HEMHE
220 ZE AHZ| d™S FAIStD ST VIAN ID HA FMHRCZ HIAE ZEOT
Egjgs M&Tct

=2 L-O
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D A

p o’ TRUE NETWORHKS
nd
%4 dE
Learning MAC F&4 stg O 5 MEiSILCH Hlgde 420 &% MAC T4+ VLAN 101N
(yes | no; 7| &%k yes) stEot Ao 7HFEL|CH
Mirror VLAN 7|8t O|2{& o8& MEiBtL|Ct Forwarding B10IA Mirror To 7t H™E U=
(yes | no; 7[=2k: no) 420 of M2 HIASHH SiE VIAN 2| Z& EZfEO| oiE ZE=Z MESELCL
31 VLAN O A IGMP AT Of 5 MEiStLICt O] 82 2d3lstH A9X|= IGMP
IGMP Snooping Join X IGMP Leave TIA|X|E 3T VLAN O|A =418t0, siE HIAIX|E SAIMH
(yes | no; 7|&%k: no) ZEZO HEPHAE EgfLg MEELICH o SME H[Z2HEst ZR0= HEFH2AE

Efmeg 2E ZEZ H&(flooding)eLICt.

Members

i VLANOIAM EgfEES MEe = A= +4H3 o828 -t
(ports; 7|22t none)

VLAN ‘4 of|H|

E™d3 Y WA EZE(Trunk and Access Ports)

tagged —
VLAN200 tagged —

——————— VLAN300 tagged —
— VLAN400

‘--.untagged :--

-==untagged ---

-=untagged =---------

1. System B0 A{ ‘Independent VLAN Lookup’ (22 Independent VLAN Learning)2 &43tetL|Ct,
MikroTik SwOS

| Logout |

| Link || SFP || Port Isolation || LAG || Forwarding || RSTP || Stats || Errors || Hist || VLAN || VILANS || Hosts || IGMP || SNMP || ACL

System | Upgrade |

General

Address Acquisition | DHCP with fallback |

Static IP Address  |192.168.88.1 |

Identity MikroTik

Allow From

Allow From Ports
Allow From VLAN l:l

Watchdog ﬂ

Independent VLAN Lockup

TERAD G i L 3
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W W

2. VLANs BO|M VLAN E52 F7I6t1, M ZEE X|™gLCt
MilkroTik SwOS | Logout |

’m’m[ Port Isolation HIH Forwarding ” RSTP ” Stats ” Errors I@m ]—

VLANs | osts [ IGMP H SNMP ”E[ System H Upgrade ]

VLANID | Name Port Isolation Learning  Mirror  IGMP Snooping | Members
oo | || |2 o O 0@0008000P0000000000000000 [cut) [iser]
oo ] || | @ 0O O I:II:IEIEII]I:II:I#IEIEIEIEIDDDEIEIEIEIEIEIEIDD | cut] [msert |
o0 ] || | 2 o o 080000080(0000000000000000 |cut] [msert]

[Appena] (ot ] [piscara cranges] [appiy 1]
3. VLAN HOAM HMAIZE Z(untagged) A8 ZE = Default VLAN ID YHEHO| untag® VLAN
IDE XIE3t4, VLAN Receive &850 SHE 2HUE MEBSLCL(EZIZEQ Port2= only
tagged, UM A EEQI Port6~Port82 only untaggedE ME) 2|1 HAIS VIAND ZEZ S
O| O|ROIX|=& EHASHI| {5t VLAN ModeZ strictE A& gL|Ct.

MikraTilk SwOS |Logout

[ Link ” SFP ” Port Isolation ” LAG ” Forwarding ” RSTP ” Stats ” Errors ” Hist §| WLAM | VLANs ” Hosts ” IGMP ” SNMP ” ACL ” System ” Upgrade l

VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
Port1 |optional v | (fany ] | O
(o o] o
Ports |optional v | (any | ] 0
ports [opbost | E— . o
Ports | optional v | (any ] | O
[TPorts sne ] (onty untaggen v O
Port7 [stricc v | [only untagged v | 0
Ports |[strict v | (only untagged v | 0
Port9 | optional v | | any “ | Il—l O

E™3 S dl0|E2|E EE(Trunk and Hybrid Ports)
tagged —

— VLAN200 tagged ——
————— VLAN300 tagged —
—————  VLAN400

- ==+ untagged - - -
tagged
— tagged

tagged
tagged
+---.untagged ---

— tagged 1

--untagged ----------



-
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1. System EO|A ‘Independent VLAN Lookup’ (82 Independent VLAN Learning)2 &-datgtL|Ct

MilkkroTik SwOS | Logout |
I Link ” SFP ” Port Isolation H LAG H Forwarding ” RSTP ” Stats ” Errors H Hist H VLAN ” VLANS H Hosts ” IGMP H SNMP ”H W

Address Acquisition | DHCP with fallback v |

Static IP Address  |192.168.88.1 |

Identity MikroTik

Allow From | |
aowFromports HUOEUGHLOGNONONONONONONONGEN

Allow From VLAN l:l

Watchdo

<

Independent VLAN L [ v]

IGMP Snooping

=)
2. VLANs ®O0|M VIAN 255 F7iot1, ¥ ZES XL,

MikroTik SwOS | Logout |
m@[ Port Isolation ”ﬁ[ Forwarding ” RSTP H Stats H Errors ”m[ VUINI VLANS IHosIs ” IGMP ” SNMP ”m[ System ” Upgrade l

LAN ID Name Port Isolation Learning Mirror IGMP Snooping Members

200 ] 0O O 0®00088EE0H0000000000000000  [cut) [mset]
oo || | | o O 080008880 bDDDDDDDDDDDDDDDD | cut] | msert|
400 o 0O 0m0008E80H0000000000000000  [cut [msert|

|Append ‘ |;| ‘ Discard Changes| | Apply All |

efault VLAN ID &5 22 untag® VLAN IDE
EHSHLICH(E-™ A ZEQl Port2& only tagged, St
Algt VLANEH ZEZ2 EXO| O|RENXEE

3. VLAN ®HO|AM SlO|EE|E ZEZ ALY ZEQ

xP%r:l_ VLAN Receive %FEOH gﬂr% HAH™HUE M

mU

2
|
E
[N
H
m
A%
o
©]
=+
m
'U
o
=+
GJ
rlo
QO
>
‘<
mjn
>
12
l_l
n
BT
o

J_éIE'I<E:>IOI'7| ?I510] VLAN ModeZ strictE A& stL|Ct
MikroTik SwOS |Logout

[ Link ” SFP ” Port Isolation ” LAG ” Forwarding ” RSTP ” Stats ” Errors ” Hist | VLAN (§ VLANs ” Hosts ” IGMP ” SNMP " ACL ” System ” Upgrade l

VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
rorts (i V) CE— 0
Port2 [strict v | (only tagged v | 0
— = ) 0
Porta |optional v | (fany  v] 0
rorts (oY) = 0
Ports [strict v | [any v 200 O
Port7 |[strict v | (any ] O
Ports [stict v | (any v 0
~—— Ca— 0
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OL|X|HE CGHM|A
O] OXoflM 22X OLIX|HEE 2[5t VLAN200= THE
MEﬁoI- EE-IE_ I:|I OHA-"A IE | 377|.x|g|. 7+A|__||:|. o:l |01| 4

H
Ral
r

L|CE H7E2l 7|2 EXtes A0IM
CHA 2 A, System THOIA OHX|

rE o
=

LIHE VLAN IDE AETLICtH 4™ S ME3 0|F, A9X|= EE3 ZEZEO| VLAN 20022 E{j1
| mjZl3f, VLAN200S| UM A EE(Port6)Of|A] S0{2 mjZl0f ot SEstL|Ct

MikroTik SwOS | Logout

| Link ” SFP || Port Isclation ” LAG || Forwarding ” RSTP || Stats ” Errors || Hist || WVLAN || VLANS || Hosts || IGMP || SNMP || ACL || System || Upgrade |

General

Address Acquisition | DHCP with fallback |

Static IP Address  |192.168.88.1 |

Identity MikraTik

Allow From | |

Allow From Ports

Allow From VLAN 200

Watchdog

Independent VLAN Lookup

(Y < <]

IGMP Snooping
IGMPFastLleave 10000000000 0O0O0O0O0OC0OO0OOOOOOO
Mikrotik Discovery Protocol
MAC Address  64:d1:54:c2:89:0c
Serial Number  7CBD074F07C3
Board Name (S5326-24G-25+

Uptime 15 days 05:01:07

A VLANO| ZHIEA HEEX| @2 420 LXHE VIANS HEY FR00= 29X |22| OjLXHE

H&0| 27tsslE = ASL|CH E* Mg Mo dELES BEA| HASID, OLIX|HE HH0| 2745
S Q0| AQKE 7|34t HAMIAZ AQX|E EREHAL.

e

SAE

o] g

HOME S&(dynamic) 22 S5 AHLE, M (stati) 22 X|™HE MACTAE HIEC
S

= 2
El
o
o

i3] 0.
oA
o
u
[
|.|-|
E-l-
-
il
| >
40

=52 E0EUM 38 &322 A5z FUED, 0|F ¢5 =
ZEOM mzlE oHE IS &4 MAC F22 IZlS ilst ZES SAE HO|S0| 715}
2=z, 0l 58 F8X MAC 2= TiZl0] S0 I o= ZE=Z IjZlS ™EO ot=X & =
AGHECL e MAC F=27F S AE HOIS0| Ble® g0 25 ZER Ij3ls WEELH S5
&2 522 EtYOrZ(time out)= 7HXER, 527F M@= 1j2l0] QILtE Ats2 2 APMELCh
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D A
AV N

MilaroTilk SwOS

TRUE NETWORHKS

I Link ” SFP ” Port Isolation ” LAG H Forwarding ” RSTP ” Stats ” Errors ” Hist H VLAN ” VLANs HE” IGMP ” SNMP ” ACL ” System ” Upgrade l

Static Hosts
Port MAC VLAN ID Drop Mirror
Port2 |0Cl:01.:29:1"f:1.|:|:cc 200
Porte |00:Uc:42:?0:1"f:96 200
Parts v [Frftfririrae
lﬁppend] |Di5card Changes| Apply All
Port MAC VLAN ID
Port2 00:01:29:ff:1d:cc 200
Port6 00:0c:42:70:ff:96 200
Portl cci2d:e0ied:b3:36 1
Port2 cc:2d:e0:ed:b3:3e 100
Port2 cc:2d:el:ed:b3:3e 200
Port2 cc:2d:e0:ed:b3:3e 300
A
&4 Hy
Ports mfzlo| ZEE
MAC MAC T2
VLAN ID VLAN ID
Drop EXM ZER 50 MAC F20|Me| mjZle H7|gL
Mirror IHZlE FAS A ZEZ HHL|Ct,

Port (/7] &&)

MAC (87 &&)

VLAN ID (&7 &&)



-
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IGMP 25+ (IGMP snooping)
HEIFHAE AEEZ oSt HE[FHAE E2{ Y2 (multicast flooding) HX|St= 7|22, SWOS
25 HHOIMEH FLHEIJASLICE O 7|52 System BHO|A ZM/H|ZY & = JUSLCHL

MilaraTik SwOS | Logout |

| Link || SFP || Portisolation || LAG | Forwarding || RSTP || stats | Ermors || Hist || vian || wians | Hosts | 16mP || sump | act Hm”m]

General

Address Acquisition DHCP with fallback -

Static IP Address  [192.168.88.1 |

Identity MikroTik

Allow From | |
Allow From Ports
Allow From VLAN | |

Watchdog

Independent VLAN Lookup
IGMP Snooping
Mikrotik Discovery Protocol
IGMPRIOIIA IGMP &A+E0f et sigts =2old += UG
MilaroTik SwOS | Logout |

[ Link H sFP H Port Isclation ” LAG H Forwarding " RSTP ” Stats ” Errors " Hist H VLAN " VLANs ” Hosts “ IGMP ” SNMP " ACL " System " Upgrade ]

ro

Group Address VLAN Member Ports
225112 4 Port?
239.255.255.260 Port24
L E X S 3L SF A A
IGMP 2785 £78 VIANOIMTH 2dat & 5= gLt
MilaroTik SwOS | Logout |

m[ﬁ[ Port Isolation H LAG H Forwarding H RSTP H Stats H Errors ]W[ VLAN “m” Hosts H IGMP H SNMP ”m[ System H Upgrade ]

VLAN ID Port Isolation Learning Mirror IGMP Snooping Members

) ) @ 0000008OO00000000000000C @) [ou] mer
F ] ) C [cut] [ inert]

Pending changes | Append | |E| | Discard Changes | | Apply All |

(O VLANO| CH$H IGMP AFE 2 System TO|A| Independent VLAN Lookupl| &-d3t7t ZQBtL|Ct

SNMP

SWOSO| A= SNMP v11} v2c(GetRequest, GetNextRequest, GetBulkRequest)= X|- St IF-MIB,
SNMPv2-MIB, BRIDGE-MIB, MIKROTIK-MIB(SFP &A|, PoE-Out, A|AE AEf #&H)S ARESHL|CEH
SNMP E&(trap)dt SNMPE S8t SwOS d7& gt HE2 K| AKX SAELICt

Ct2at 22 SNMP HIO|HE =olg &= UASLICH




A EEEEEEEEEEEEE————————————————————————

D VO

Y vy
- Aa”H MHE
- A2 HEFR (uptime)
- ZE FH, &
- IAE HOE ME
Enabled [&
Community ||:||_|I:|Ii|: |
Contact Info | |
Location | |
| Discard Changes| | Apphy Al |
4 oL
Enabled SNMP MH|AE Zd/H|gd LT
Community = SNMP #R/L|E[(community) O|&

Contact Info

Location

ACL

ACLEO| = T2 02| AE (Access Control List)E A

HIHMo2~E

AEE ESl0 23445 TEEE §HE 7

sguch #

NMS Off EAIZ AN At

o

NMS O EAIE YXEE

HZHOE[AE 82 =

A(condition)at Z=710]|

2 T#dEUHct

MikroTik SwOS

Lrk | SFP | SFPStaus | Portisolston | LAG | Forwwdng | RSTP | Stats | Erors | Hst | VLAN | VLANs | StatcHosts | Hosts | SNMP | ACL | System | Upgrade

Pending changes
From
MAC Src: [6c 360128361
VLAN: | any
1P sec: 192168852

RedrectTo Pt

Z= OherH E

&4
From
MAC Src

MAC Dst

MAC Dst [6c:30:60:1281.7c
VLANID: [20
PDst (192168881

Maror Orop o

nx
o2

mjzlo] E0ls ZE
E4X| MAC A2 OfA T (mask)

SHX| MAC F22F OtA 3 (mask)

Ethertype:

Protocot

Set VLANID:

ResetCountess | | Append

TRUE NETWORHKS

VLAN E{ZO[| 7t

o M(action)2



I/I

TRUE NETWORHKS
& o
57 ckd
Ethertype Ol 4l =2j|Y(Ethernet frame)2| H|O|EE (payload)E EAHJUE ZEEE
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